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List of abbreviations 

Agrupación Empresarial Innovadora (Innovation 
Cluster)  

Autoriteit Persoonsgegevens (Dutch Data 
Protection Authority)  

Българска асоциация по киберсигурност 
(Bulgarian Cyber Security Association) 

Business Email Engagement  

Национален екип за реагиране при инциденти 
с къмпютърната сигурност (National Center for 
Incident Response in Information Security (CERT) 
Bulgaria)  

Boletín Oficial del Estado (Official State Gazette)  

Centraal Bureau voor de Statistiek (Statistics 
Netherlands)  

Centro de Ciberseguridad Industrial (Industrial 
Cybersecurity Center) 

Centro Criptólogico Nacional (National Cryptologic 
Centre)  

Certificate of Cloud Security Knowledge   

Certified Cyber Security Professional   

Certified Data Protection Officer  

Certified Data Privacy Professional  

Computer Emergency Response Teams  

Centre for Intelligence against Terrorism and 
Organised Crime  

Centro Nacional de Inteligencia (National 
Intelligence Centre)  

AEI 

AP 

BAC 

BEC

BG CERT 
 
 

BOE

CBS 

CCI 

CCN 

CCSK

CCSP

CDPD

CDPP

CERTs

CITCO 

CNI 
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y Ciberseguridad (National Centre for 
Infrastructure Protection and Cybersecurity)  

Coronavirus disease 2019  

Computer Security Incident Response Teams  

Coordinated Vulnerability Disclosure  

Distributed denial-of-service  

Digital Trust Center  

European Cybersecurity Organisation  

European Union Agency for Cybersecurity  

European Union Agency for Law Enforcement 
Cooperation  

Foro Nacional de Ciberseguridad (National 
Cybersecurity Forum)

Главна Дирекция "Борба с организираната 
престъпност", Министерство на вътрешните 
работи (General Directorate for Combating 
Organised Crime, Ministry of Interior)  

Hypertext Transfer Protocol Secure  

Internet Crime Reporting Online System  

Information and communications technology  

Instituto Nacional de Ciberseguridad (Spanish 
National Cybersecurity Institute)  

Information Sharing and Analysis Centres  

Information technology  

Law Enforcement Agencies  

Landelijk Operationeel Cyber Overleg (National 
Operational Cybercrime Counsel) 

CNPIC 
 

COVID-19

CSIRTs

CVD

DDoS

DTC

ECSO

ENISA

Europol 

FNC 

GDBOP 
 
 

HTTPS

ICROS

ICT

INCIBE 

ISACs

IT

LEAs

LOCO 
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(National Scrubbing Center against DDoS attacks)  

Nationale Cybersecurity Agenda (National Cyber 
Security Agenda)  

Nationaal Cyber Security Centrum (National Cyber 
Security Centre) 

Nationaal Coördinator Terrorismebestrijding 
en Veiligheid (National Coordinator for 
Counterterrorism and Security)  

Directive (EU) 2016/1148 concerning measures for 
a high common level of security of network and 
information systems across the Union  

Oficina de Coordinación Cibernética (Cybersecurity 
Coordination Office)  

Oficinas de Denuncias y Atención al Ciudadano 
(Complaints and Citizen Attention Offices)  

Programma Intensivering Aanpak Cybercrime 
(Programme Strengthening Cybercrime Approach)  

Public–private partnership  

Държавна агенция „Електронно управление“ 
(State e-Government Agency) 

Small and medium-sized enterprises  

Team High Tech Crime Unitdp 

NaWas 

NCSA 

NCSC 

NCTV 
 

NIS  
Directive 

OCC 

ODAC 

PIAC 

PPP

SEGA 

SMEs

THTC
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Business Email Compromise (BEC) 

Rather than using a very general pretext designed to mislead 
a large number of users, this particular attack is targeted di-
rectly at an individual or small group. A BEC attack relies upon 
the ability to look like someone with power within a company 
or a trusted external partner. An attacker can accomplish this 
in a few different ways, including: 

Domain Spoofing: Email address verification is not built into 
the email protocol (SMTP) by default. This means that an at-
tacker can fake the display name and sender address of an 
email to make it look like it came from inside the company or 
a trusted vendor. 

Lookalike Domains: Lookalike domains are designed to take 
advantage of characters that can be easily confused. 

Computer Emergency Response Team (CERT) 

A Computer Emergency Response Team (CERT) is a group of 
information security experts responsible for the protection 
against, detection of and response to an organisation’s cyber-
security incidents. A CERT may focus on resolving incidents 
such as data breaches and denial-of-service attacks as well as 
providing alerts and incident handling guidelines. CERTs also 
conduct ongoing public awareness campaigns and engage in 
research aimed at improving security systems. The original 
computer security incident response team, the Computer 
Emergency Response Team Coordination Center (CERT/CC), 
was put together in late 1988 at Carnegie Mellon University in 
Pittsburgh, Pennsylvania. 

Cybercrime-as-a-Service (CaaS) 

CaaS to purchase the sale of products such as ransomware or 
malware or services such as DDoS attacks on the dark web to 
criminals with low technical skill levels to conduct cyber-at-
tacks. 

Glossary 
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Cryptojacking is a type of cybercrime that involves the un-
authorised use of people's devices (computers, smartphones, 
tablets, or even servers) by cybercriminals to mine for crypto-
currency. Like many forms of cybercrime, the motive is profit, 
but unlike other threats, it is designed to stay completely hid-
den from the victim. 

Computer Security Incident Response Team 
(CSIRT)  

The NIS Directive in Article 12 establishes the CSIRTs Network 
“to contribute to developing confidence and trust between 
the Member States and to promote swift and effective opera-
tional cooperation” (Full text of the NIS Directive). The CSIRTs 
Network is a network composed of EU Member States’ ap-
pointed CSIRTs and CERT-EU (“CSIRTs Network members”). 
The European Commission participates in the network as 
an observer. ENISA is tasked to actively support the CSIRTs 
cooperation, provide the secretariat and active support for 
incident coordination upon request. The CSIRTs Network 
provides a forum where members can cooperate, exchange 
information and build trust. Members will be able to improve 
the handling of cross-border incidents and even discuss how 
to respond in a coordinated manner to specific incidents.  

Distributed Denial of Service (DDoS) 

A distributed denial-of-service (DDoS) attack is one of the 
most powerful weapons on the internet. When you hear about 
a website being “brought down by hackers,” it generally means 
it has become a victim of a DDoS attack. In short, this means 
that hackers have attempted to make a website or computer 
unavailable by flooding or crashing the website with too much 
traffic. 

European Union Agency for Cybersecurity (ENISA) 

The European Union Agency for Cybersecurity (ENISA) con-
tributes to EU cyber policy, enhances the trustworthiness 
of ICT products, services and processes with cybersecurity 
certification schemes, cooperates with Member States and 
EU bodies, and helps Europe prepare for the cyber challenges 
of tomorrow. 
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European Cybersecurity Organisation (ECSO) 

The European Cyber Security Organisation (ECSO) ASBL is 
a fully self-financed non-for-profit organisation under the 
Belgian law, established in June 2016. ECSO is the privileged 
partner of the European Commission for the implementa-
tion of the Cybersecurity Public-Private Partnership. ECSO 
federates the European Cybersecurity public and private 
stakeholders, including large companies, SMEs and start-
ups, research centres, universities, end-users and operators 
of essential services, clusters and association, as well as the 
local, regional and national public administrations across the 
European Union (EU) Members States, the European Free 
Trade Association (EFTA) and H2020 Programme associated 
countries. The main goal of ECSO is to coordinate the devel-
opment of the European Cybersecurity Ecosystem support 
the protection of European Digital Single Market, ultimately 
contributing to the advancement of European digital sover-
eignty and strategic autonomy. 

Internet Organised Crime Threat Assessment 
(IOCTA) 

Each year, Europol’s European Cybercrime Centre (EC3) pub-
lishes the Internet Organised Crime Threat Assessment (IOC-
TA), its flagship strategic report on key findings and emerging 
threats and developments in cybercrime — threats that im-
pact governments, businesses and citizens in the EU. 

Internet of Things (IoT) 

The Internet of things describes physical objects that are em-
bedded with sensors, processing ability, software, and other 
technologies that connect and exchange data with other de-
vices and systems over the Internet or other communications 
networks. The more devices are connected, the greater the 
risk to cyber-attacks is.        

Information communication technology (ICT) 

Information and communications technology (ICT) is an ex-
tensional term for information technology (IT) that stresses 
the role of unified communications and the integration of tel-
ecommunications (telephone lines and wireless signals) and 
computers, as well as necessary enterprise software, middle-
ware, storage and audio-visual, that enable users to access, 
store, transmit, understand and manipulate information. 

Glossary
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Information Sharing and Analysis Centres (ISACs)  

Information Sharing and Analysis Centres (ISACs) are 
non-profit organisations that provide a central resource for 
gathering information on cyber threats (in many cases to 
critical infrastructure) as well as allow two-way sharing of 
information between the private and the public sector. ISACs 
have created communities within the private sector. They 
could be oriented on a specific critical sector (e.g., finance, 
energy, health) or serve as a focal point on the national level to 
gather information about cyber incidents and analyse it. Eu-
ropean ISACs are concentrated on building partnerships and 
trust between members. They are largely industry driven, but 
governmental support is expected – not in terms of funding, 
but rather in facilitating functions (secretariat) and offering 
professional knowledge (fighting cybercrime, sharing infor-
mation relevant for the industry). Participation of govern-
mental bodies gives the ISAC an increased formality and also 
corroborates the public sector’s respect of industry needs 
and supports it in facing new challenges (e.g., NIS Directive 
and GDPR implementation). 

Ransomware 

A type of malicious attack where attackers encrypt an organ-
isation’s data and demand payment to restore access. (ENISA, 
2021, p. 8) 

Malware 

Software or firmware intended to perform an unauthorised 
process that will have an adverse impact on the confidenti-
ality, integrity, or availability of a system” (ENISA, 2021, p. 8). 

Phishing 

Aims at stealing important information like credit card num-
bers and passwords, through e-mails involving social engi-
neering and deception” (ENISA, 2021, p. 56). 

Ransomware-as-a-Service (RaaS) 

Ransomware as a service (RaaS) is a subscription-based model 
that enables affiliates to use already-developed ransomware 
tools to execute ransomware attacks. Affiliates earn a per-
centage of each successful ransom payment. Ransomware as 
a Service (RaaS) is an adoption of the Software as a Service 
(SaaS) business model.

Glossary
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Malware-as-a-Service (MaaS) 

The lease of software and hardware for carrying out cyberat-
tacks. Owners of MaaS servers provide paid access to a botnet 
that distributes malware. Typically, clients of such services 
are offered a personal account through which to control the 
attack, as well as technical support. 

NIS Directive 

The NIS Directive, adopted on the 6th of July 2016, represents 
the first EU-wide rules on cybersecurity. The objective of the 
Directive is to achieve a high common level of security of net-
work and information systems within the EU, by means of im-
proved cybersecurity capabilities at national level, increased 
EU-level cooperation and risk management, and incident 
reporting obligations for operators of essential services and 
digital service providers. The NIS Directive is a major mile-
stone towards building cybersecurity resilience on the Euro-
pean level and the Directive entered into force in August 2016. 

Social Engineering  

Social engineering is the term used for a broad range of ma-
licious activities accomplished through human interactions. 
It uses psychological manipulation to trick users into making 
security mistakes or giving away sensitive information. Social 
engineering attacks happen in one or more steps. A perpetra-
tor first investigates the intended victim to gather necessary 
background information, such as potential points of entry and 
weak security protocols, needed to proceed with the attack. 
Then, the attacker moves to gain the victim’s trust and provide 
stimuli for subsequent actions that break security practices, 
such as revealing sensitive information or granting access to 
critical resources. Phishing and Business Email Compromise 
(BEC) are variants of social engineering.

Glossary
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The case study presents the strategic and policy context rele-
vant to cybercrimes targeting companies in Bulgaria as well as 
the roles of main actors, available information on cybercrime 
attacks and main factors for reporting or non-reporting cyber 
incidents by companies. 

Methodology and country-specific  
challenges
The information was collected through desk research of rel-
evant strategic, policy and legislative documents and by con-
ducting interviews with representatives of government agen-
cies, law enforcement agencies, the academics, and business 
associations that operate in the area of cybersecurity. The 
interviews were conducted between 16 February and 9 March 
2022 (please see details in Annex – Overview of interviewed 
stakeholders). The National Center for Incident Response in 
Information Security (CERT) Bulgaria provided written input 
to the interview questionnaire. The main challenges when 
collecting the information for Bulgaria were low interest in 
the study, low response rate, and low pace when replying, 
which resulted in delays in the interview process. The re-
search team has sent a substantial number of invitations for 
interviews, but the response rate was very low. 

Setting the scene: current policy context, 
general cybercrime situation and problem 
identification  

Policy context 

The main strategic documents on cybersecurity are the two 
strategies – the National Cyber Security Strategy "Cyber 
Resilient Bulgaria 2020" and its update "Cyber Resilient 
Bulgaria 2023" – that define the principles for cybersecurity 
in the country and set the strategic goal for the achievement 
of cyber resilience of the whole society and the state, which 
is expressed as effective protection and adequate response 
to cyber-attacks and cyber incidents, limiting their harmful 

Bulgaria Country Profile  
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consequences, maximising sustainable operation of vital 
activities and services, and timely recovery to normal 
condition (Bulgarian Council of Ministers, 2016; Bulgarian 
Council of Ministers, 2021). Both strategic documents are 
accompanied by roadmaps that outline projects relevant to 
the strategic goals, stakeholders responsible for the project 
implementation, and the funding. 

The Cyber Security Act (adopted in 2018) transposed Directive 
(EU) 2016/1148 on network security and information systems 
(Bulgarian State Agency for Electronic Government, n.d.). 
The act encompasses provisions in the field of network and 
information security, and it provides a legal basis for tackling 
cyber incidents in Bulgaria (ENISA, n.d.). Computer crimes 
(types, penalties, etc.) are regulated by the Criminal code 
(Criminal Code (Bulgaria), 1968). 

The main public actors that are involved in cybersecurity 
matters are the State e-Government Agency (SEGA), the 
new Ministry of e-Government (established in the structure 
of the newly elected government in December 2021; SEGA 
responsibilities and powers are to be transferred to the 
Ministry by mid-2022), CERT Bulgaria, which is constituted as 
a unit within SEGA, and two General Directorates within the 
Ministry of Interior – the National Police GD that have regional 
offices and the Cybercrime unit under GD for Combating 
Organised Crime (GDBOP) which is usually involved in cyber 
(computer) crime investigations.  

Companies can easily and quickly report cybercrimes (or 
suspicions of those) to law enforcement by sending a direct 
message on the GDBOP Cybercrime unit webpage or via the 
provided phone number (Bulgarian General Directorate for 
Combatting Organized Crime, n.d.). They can also send a mail 
to CERT Bulgaria. There is no official structured database on 
cybercrime in the country, and it is difficult to determine how 
often cyberattacks are reported. Interviewed stakeholders 
believe that cybercrimes are underreported while the cyber 
incidents are mostly reported through CERT BG.   

Experts’ opinion is that Business Email Compromise 
(BEC), phishing attacks, ransomware, DDoS (mostly for 
governmental sites), and cyberattacks by former employees 
are the most common cybercrimes that target and affect 
private companies in the country. Among the most prevalent 
reasons for underreporting to the law enforcement agencies 
are reputational damage, lack of trust in the law enforcement 
expertise and capabilities, and not being aware of the legal 
obligations imposed by the Cyber Security Act and the 
associated by-laws on the network and information security. 
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Several ways may positively impact the reporting rate when 
a company is a victim of a cybercrime, such as trust-building 
between the cybersecurity providers and consumers and 
between the law enforcement agencies and consumers. Also, 
by spreading awareness, organising informational workshops, 
and establishing a legal framework to support “safe harbour 
amnesty” for targeted companies.

Strategic documents and relevant laws

The strategic policy framework on cybersecurity is outlined in 
the National Cyber Security Strategy “Cyber Resilient Bulgaria 
2020” from 2016 and its 2021 update National Cyber Security 
Strategy “Cyber Resilient Bulgaria 2023”. The 2016 strategy 
states that the cybersecurity policy of the country is aligned 
with the strategy and policy of the EU and NATO. It focuses 
on the protection of critical communication infrastructure 
and the opportunities for citizens, businesses, the state 
and the public services to exchange and process electronic 
information in a free and reliable way. The 2021 update states 
that the strategic goal is to achieve cyber resilience of the 
whole society and the state, which is expressed as effective 
protection and adequate response to cyber-attacks and cyber 
incidents, limiting their harmful consequences, maximising 
sustainable operation of vital activities and services, and 
timely recovery to normal condition.  

The 2016 Strategy outlined the principles for cybersecurity in 
the country – areas of action, measures, involved institutions, 
and coordination. Although cybercrime is recognised as a 
priority area, the focus of the first strategy is on the network 
and information security and protection and resilience of 
critical infrastructure. Among the targets of the updated 
strategy is effective countering of cybercrime, with a focus 
on prevention and protection, response, investigation and 
adequate law enforcement and improved operational capacity 
and capabilities.  

Both strategies define cybercrime: it covers traditional 
crimes (like fraud, forgery and identity theft), content-related 
crimes (like online distribution of child pornography or 
incitement to racial hatred), and crimes that are only possible 
with computers and information systems (like attacks on 
information systems, denial of service and malware). 

The implementation of both strategies is supported by 
roadmaps that outline particular projects relevant to the 
strategic goals, stakeholders responsible for the project 
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implementation and the funding (Bulgarian State Agency 
for Electronic Government, n.d.). For example, the project 
“Establishment of a Monitoring and Response Center cyber 
incidents at strategic sites” aims at acquiring specialised 
equipment and software for CMRI, installation, integration 
and training of employees. The project “Building elements of 
a national cybersecurity system” aims to support the creation 
of an effective system for cybersecurity and sustainability 
and aims to build an institutionalized unified system of 
responsibilities, processes and procedures for monitoring the 
general state of cyberspace, for interaction and effective use 
of the technical capacity for prevention, coordinated response 
and recovery from cyber incidents and trend analysis and 
capacity building to actively and effectively counter cyber 
threats.  

With the adoption of the Cyber Security Act in 2018, Bulgaria 
transposed Directive (EU) 2016/1148 on network security 
and information systems. The act encompasses provisions in 
the field of network and information security and provides 
a legal basis for tackling cyber incidents in Bulgaria. It 
aims to address the lack of protection against network and 
information security incidents, as well as risks and threats, 
to help overcome the growing number of incidents, and to 
achieve a high overall level of networks and information 
systems in all segments of the cyberspace, and at all levels 
- government, citizens, companies, business organisations, 
service providers and users. Before the adoption of the 
act, there was no unified principle of cooperation in cyber 
incidents and incidents in network and information security, 
as well as a comprehensive system of interaction at an 
interinstitutional level and between EU Member States in 
cross-border and dimensional incidents. The cyber security 
law outlines the various actors relevant to network and 
information security, protection of critical infrastructure and 
cyber defence, what are their responsibilities and how they 
interact in case of cyber incidents and cyber-attacks. In the 
presence of a reasonable suspicion that a reported incident 
may be classified as a computer crime, the law enforcement 
authorities are notified, and a computer crime investigation 
could start. The Criminal code regulates computer crimes 
(types, penalties, etc.).  

A number of by-laws associated with the cyber security 
law define the relevant administrative bodies, establish the 
competent national bodies for network and information 
security, determine the operators of essential services, adopt 
minimum requirements for network and information security, 
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including rules for exercising control over compliance with 
the minimum requirements for network and information 
security and for assessing the level of network and information 
security.

Actors and stakeholders

State e-Government Agency (SEGA) performs activities 
related to issuing and introducing control-related policies, 
rules, regulations, and good practices in electronic governance, 
strategic planning and initiatives, budget planning, and control 
and coordinating sector-related policies. The Agency also 
maintain central registers to meet the electronic governance 
requirements and needs, other central registers, a state 
private cloud and a communication network of the State 
Administration. SEGA carries out the state policy in the fields 
of network and information security and spatial information 
infrastructure. CERT is constituted as a unit within SEGA. 

The Ministry of e-Government was established in December 
2021 with the election of the new government. In February 
2022, the Parliament approved that all responsibilities and 
powers of the SEGA will be transferred to the Ministry within 
a 3-month period. 

CERT Bulgaria is the National Reaction Center for Incidents 
in Connection with Information Security. It provides a 
centralized database of information related to providing 
a secure and secure information environment. CERT 
Bulgaria provides proactive services such as preparation 
and distribution of Information Bulletins, dissemination 
of information related to newly discovered vulnerabilities, 
security audit and assessment, development of security 
tools, attack detection services, dissemination of information 
related to the provision of a secure information environment. 
The operators of critical infrastructure and networks are 
obliged by law to inform CERT of cyber incidents that may 
impact the continuity of their operations. In the presence 
of a reasonable suspicion that a reported incident may 
be classified as a computer crime, the law enforcement 
authorities are notified, and a computer crime investigation 
could start. CERT-BG works closely with ENISA and with 
CSIRTs of other member states. In cases of incidents with a 
significant detrimental effect on network and information 
security, following the incident response procedure, CERT-
BG may use external expertise. 
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Law enforcement: Two general Directorates within the 
Ministry of Interior are relevant for cybercrime reporting. 
National Police GD, with its regional network of police offices, 
is the usual first-point contact for all crime signals, including 
cybercrimes. However, due to the limited expertise for those 
crimes, cybercrime signals are usually transferred to and 
investigated by the organised crime unit. 

GD for Combating Organised Crime (GDBOP) has a 
specialised Cybercrime unit that works on crimes such as 
unregulated access to computer information resources, 
destruction and alteration of computer data, distribution of 
passwords and infection with computer viruses, carrying out 
attacks for denial of service (DDoS, disfiguring websites and 
resources) deface, financial fraud on the Internet and theft 
of virtual identity. Officers from the unit work with other 
government organisations, private companies, foundations 
and citizens in order to timely combat crimes involving high-
tech tools and techniques. The staff is approximately 40 
experts. The cybercrime unit is easily accessible as it could be 
directly contacted via the official website, the email address, 
phone, or follow their activity on Facebook and their YouTube 
channel. The Cybercrime unit works with Europol and has a 
representative within this institution. The unit also works with 
private companies, some of which have formal agreements. 
They exchange information in case the companies detect 
suspicious activities. The companies they interact with 
operate in the fields of cybersecurity, telecommunications 
and insurance. 

Other notable actors that are relevant to national cyber-
security are the State Agency for National Security and the 
Ministry of Defence, but their responsibilities are focused on 
cyber threats at national level. 

Numbers and stats of cybercrime attacks  
in the country

There is no official structured database on cybercrime in the 
country. CERT Bulgaria reported that in 2020 some 2,100 
cyberattacks were registered, most of which were phishing 
and malware attacks. 

The GDBOP unit receives about ten signals for cybercrimes 
or cybercrime attempts daily on its phone number. Cyber 
incidents are more likely to be reported through BG 
CERT. There is a difference between cyber incidents and 
cybercrimes (as defined in the Criminal code). The Ministry of 
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Interior (MoI) does not maintain a single information system 
to collect comparable information on cybercrime signals. 

The Bulgarian Cyber Security Association (BAC) also collects 
information on the conducted cybercrimes in the country, 
but it is not structured and maintained regularly. No specific 
numbers were disclosed. The president of the BAC commented 
that the creation of such statistics implies the collection of 
systematic data not only on the type of cybercrime but also on 
the industry of the company, its size, the protection measures 
that were employed and other characteristics.  

The shared opinion from the interviewed experts is that it is 
difficult to determine how often cyberattacks are reported, 
and any statistics on cybercrimes would underestimate the 
real level of crime, and a lot of incidents are not reported. 
It is estimated that there are tens of millions of unreported 
[cybersecurity] violations a year. 

The most prevalent cybercrimes that reach GDBOP and 
affect the companies are Business Email Compromise 
(BEC), phishing attacks, ransomware, DDoS (mostly for 
governmental sites), and cyberattacks by former employees. 
BECs often affect companies operating in the field of foreign 
trade. There has been an overall increase in the cybercrime 
rate in recent years, especially since the COVID-19 pandemic 
and the growing number and frequency of people working 
remotely online.  

Among the most common cybercrimes that the BAC is aware of 
are Ransomware and Business Email Compromise (BEC). The 
chairman of the association comments that cybercriminals 
target digitised companies with a good financial position and 
valuable assets in the form of data sets with sensitive and/
or valuable information needed to carry out the company's 
activities. Those companies have the capacity to pay a certain 
amount of money to retrieve their information and thus fit the 
“business model” of the cybercriminals.  

According to the interviewees, there are a number of reasons 
why companies choose not to report to law enforcement 
if they become a victim of a cybercrime or suspect of a 
cybercrime. Among those are:

• Many companies are not aware that they are subject to the 
Cyber Security Act and the associated by-laws on network 
and information security, including large companies in critical 
sectors.

• Reputational damage (reputational risk) may become an 
investment risk. Reputational risk is a factor mainly for large 
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companies, especially in the financial sector. They tend to solve 
problems using internal resources such as maintaining in-
house IT security specialists, setting internal procedures, hiring 
an external specialised company in the field, or provisioning 
the losses.

• Risk of incurring costs due to the legislation in the field of 
personal data protection (GDPR) or ignorance of the legislation 
in the field of cyber security.

• Lack of trust in law enforcement agencies that they will 
contribute to solving the problem and minimising the damage 
and that they have the needed resource and expertise to react 
appropriately. Some believe that the problem for the business 
will become even bigger due to the imposition of fines and 
penalties for non-compliance with legal obligations by the 
company. Many companies, regardless of their size, have 
sometimes failed to take even minimal measures to protect 
themselves from cyber-attacks, so they are being criticized 
by the legislature, which is particularly aggravating and does 
lead to extra complications for the already vulnerable business. 
 
Reporting to the institutions responsible is an easy and fast 
process. BG CERT deals with reducing the risks of cyber 
incidents and resolving them, as far as its capacity allows 
it to. There is a lot of useful information on their official 
website as BG CERT provides a centralized database on how 
to protect ourselves from cyber-attacks and information 
regarding potential threats. However, not enough users 
visit the website. This is because small private companies 
are not aware of its existence, while large companies have 
developed their own strategies for managing cyber threats 
like employing experts or hiring specialised companies. In 
both cases, business corporations do not use the database 
and the information provided by BG CERT. The organisation 
has an extremely important role to play in building trust and 
increasing the level of network and information security. 
 
According to the interviewees, possible ways to increase the 
frequency of reporting to law enforcement when cybercrime is 
committed are the following:

• Increase trust between [cybersecurity] providers and 
consumers, as well as law enforcement and consumers, including 
through public-private partnerships. Such partnerships exist 
in the country, but there is still much to be desired from them. 
BAC is also active in this direction. The interviewees believe 
that reporting levels of cybercrime by companies would be 
increased if companies knew that the State had the resources, 
knowledge and capabilities to investigate such crimes.

• Establish a legal framework to support “save harbour amnesty” 
for companies that have been targeted by or are aware of 
cybercrime but do not report it due to fears of sanctions and 
penalties for non-compliance with legal requirements for 
cybersecurity measures.
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• Raising people's awareness of this type of crime would also 
contribute to solving the underreporting issue.

Problem Identification
Two main problems that lead to low reporting of cybercrimes 
are identified:

• Low trust in law enforcement authorities
• Low awareness of cybercrimes and cyber threats and businesses’ 

role in preventing/reporting those.

Current Cyber Threat Landscape

Country-specific definition of cybercrime

The updated National Cyber Security Strategy "Cyber 
Resilient Bulgaria 2023" and the National Cyber Security 
Strategy "Cyber Resilient Bulgaria 2020" define the concept of 
cybercrime.

Cybercrime (EU) - covers traditional crimes (e.g., fraud, 
forgery and identity theft), content-related crimes (e.g., online 
distribution of child pornography or incitement to racial 
hatred), and crimes that are only possible with computers 
and information systems (e.g. attacks on information systems, 
denial of service and malware).

Implementation of the NIS Directive, the role of 
CERTs and CSIRTs, reporting mechanisms

The framework that the Republic of Bulgaria has a built-in re-
lation to cybersecurity begins with the adoption of the Cyber 
Security Strategy "Cyber Sustainable Bulgaria 2020", devel-
oped in the Cyber Security Act and updated in the National 
Strategy "Cyber Sustainable Bulgaria 2023". 

A Roadmap is developed to implement the objectives and 
measures set out in the Updated Strategy. 

The Cyber Security Act regulates the organisation, manage-
ment and control of cybersecurity, including cyber defence 
and cybercrime activities and projects; taking the necessary 
measures to achieve a high overall level of network and infor-
mation security; this law also defines the powers and func-
tions of the competent authorities in the field of cybersecu-
rity. 
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Implementation status of the NIS Directive 

NIS implementation legislation Status: Transposed with the 
Cyber Security Act 

With the adoption of the Cyber Security Act on 31.10.2018, 
the Republic of Bulgaria has fully fulfilled its commitment 
to transpose the Directive (EU) 2016/1148 of the European 
Parliament and of the Council – 6th of July 2016 when it 
comes to the measures for a general high level of network 
security and information systems in the Union (OJ L 194 of 19 
July 2016), and the European Commission highly praised it for 
the best-transposed Directive. 

The Law on Cyber Security is the first Normative Act in which 
provisions in the field of network and information security 
are written, and it provides a legal basis for tackling cyber 
incidents in Bulgaria. It aims to address the lack of protection 
against network and information security incidents, as well 
as risks and threats, to help overcome the growing number 
of incidents, and to achieve a high overall level of networks 
and information systems in all segments of the cyberspace, 
and at all levels - government, citizens, companies, business 
organisations, service providers and users. Before the 
adoption of the law on cybersecurity in the Republic of 
Bulgaria, there was no unified principle of cooperation in 
cyber incidents and incidents in network and information 
security, as well as a comprehensive system of interaction at 
an interinstitutional level and between EU member states in 
cross-border and dimensional incidents. 

By Decision of the Council of Ministers № 192 of April 9, 
2019, the administrative bodies were defined, whose national 
competent bodies for network and information security were 
established. At the same time, a Methodology for determining 
operators of essential services in accordance with the Law 
was adopted. 

The definition of the operators of essential services has 
achieved the objectives of the law - regulation of the activities 
of operators, in connection with ensuring a sufficient level of 
protection against incidents, risks and threats in the field of 
network and information security, proper functioning of the 
internal market. Improvement of the general level of network 
and information security in networks and information 
systems and the segments of cyberspace in Bulgaria has also 
been achieved. 

In July 2019, pursuant to Art. 3, para. 2 of the Cyber Security 
Act, the Ordinance on the minimum requirements for network 
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and information security was adopted, which sets out the 
minimum requirements for network and information security 
in compliance with the requirements of the Cyber Security 
Act, without disproportionate burden for stakeholders. The 
Ordinance introduced clear rules for exercising control over 
compliance with the minimum requirements for network and 
information security and for assessing the level of network 
and information security. One of its main goals is to help 
increase the level of protection.

Role of computer emergency response teams 
(CERTs) and computer security incident  
teams (CSIRTs)

The mission of the BG CERT is to assist its users in proactive 
activities to reduce the risks of information security incidents 
and to assist in resolving such incidents in the event that they 
have already occurred. The Center provides a centralized 
database of information related to providing a secure and 
secure information environment. On the website, there is 
a section presenting newly discovered vulnerabilities in 
information systems, their impact assessment, and ways to 
prevent them. 

Contributions: Continuous monitoring of the national cyber 
picture for early identification and assessment of the level 
of threats. In a state of increased threat of cyber-attack or 
a hybrid nature, forming teams for analysis, response and 
recovery, involving experts from various departments and 
organisations, recommending preventive action, escalating 
warnings and coordination to manage cyber crises. 

CERT Bulgaria provides proactive services such as preparation 
and distribution of Information Bulletins, dissemination 
of information related to newly discovered vulnerabilities, 
security audit and assessment, development of security 
tools, attack detection services, dissemination of information 
related to the provision of a secure information environment. 
The operators of critical infrastructure and networks are 
obliged by law to inform CERT of cyber incidents that may 
impact the continuity of their operations. In the presence 
of a reasonable suspicion that a reported incident may 
be classified as a computer crime, the law enforcement 
authorities are notified, and a computer crime investigation 
could start. BG CERT works closely with ENISA and with 
CSIRTs of other member states. In cases of incidents with a 
significant detrimental effect on network and information 
security, following the incident response procedure, BG CERT 
may use external expertise. 
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Information Sharing and Analysis Centres (ISACs) 

This unit is not yet established in Bulgaria. 

Public-Private Partnerships

There are goals and targets for Bulgaria to build a number of 
public-private partnerships for preventing and responding 
to cybercrime offences portrayed in the Cybersecurity 
strategies; however, non are listed. 

Thе environment should be built between public institutions, 
scientific, educational, non-governmental and business 
organisations, as well as individual experts who can contribute 
to raising the level of CIS in the country. This is achievable by 
increasing the level of cooperation and partnership with all 
stakeholders (ISPs, companies and cybersecurity experts) 
to share information and expertise based on the NCOMC 
and through various other partnership events and initiatives 
(Cyber Resilient Bulgaria 2023). 

Analysis of the factors for reporting or non-
reporting cyber incidents among businesses

Number of reported cyber offences per year

2,100 cyber incidents have been registered in and from the 
Bulgarian Internet space in 2020, according to statistics from 
BG CERT (BG-RO E-Governet Cross-Border Platform for 
Administrative Services, 2021). It is an increase of 9% compared 
to 2019. The highest percentage of registered incidents due 
to fraud is 47%, followed by incidents with malicious code 
(malware) – 38%. BG CERT has prepared and sent over 18,617 
e-mails with instructions and recommendations for resolving 
network and information security incidents (E-Govern.net) 

According to GDBOP Cybercrime unit experts, cybercrimes 
are underreported.  About 10 cybercrimes or cybercrime 
attempt signals are received daily on the GDBOP unit’s 
telephone. Cyber incidents are more likely to be reported 
through BG CERT.

Bulgaria Country Profile  
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Cyber reporting tool

The victims can report directly to the National Police offices, 
GDBOP Cybercrime Unit, or to BG CERT by email, on the 
website or via phone. 

Internet Crime Reporting Online System (ICROS) 

This system is not yet established in Bulgaria.

Supporting systems for victims of cybercrime

Yes, some private law firms specialise in cybercrime; no 
psychosocial support system for victims of cybercrime 
attacks has been established in Bulgaria yet.

Tool for cybercrime offences

The victims can report directly to the National Police offices, 
GDBOP Cybercrime Unit, or BG CERT by email, on the website 
or via phone.

Most common cybercrime offences

Ransomware attacks, Business Email Compromise (BEC), 
phishing attacks, ransomware, DDoS (mostly for governmental 
sites), and cyberattacks by former employees are the most 
common cybercrimes according to interviewed experts from 
the GDBOP Cybercrime Unit and the Bulgarian Cybersecurity 
Association.

Mechanisms for reporting cyber offences

Secure communication channels.

Reasons for underreporting

• Lack of trust in secure communication channels;
• Gaps or a complete lack of cybersecurity awareness and 

reporting to upper-level management, which hinders the 
notification to LEAs;

• Businesses fear that criminal investigations will not lead to the 
recovery of assets but instead disrupt their operations further;

Bulgaria Country Profile  
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• The success rate of LEAs in identifying cyber criminals after 
an incident - lack trust in the digital competence of the police;

• Reputational risk is a factor mainly for large companies, 
especially in the financial sector;

• Lack of trust in law enforcement agencies that they will 
contribute to solving the problem and minimising the damage;

• companies failed to take even minimal measures to protect 
themselves from cyber-attacks and being worried that they 
will face fines and penalties;

• Criminal liability;
• Lack of trust in LEAs’;
• The success rate of LEAs in identifying cyber criminals after 

an incident - lack trust in the digital competence of the police.

Current practice in reporting cyber threats 
and offences in the EU as a whole

Registration practice of cybercrime offences

Cyber offences signals are registered either through the local 
offices of the National police or through the official contacts 
of the GDBOP-Cybercrime unit.

Trust in Law Enforcement  and competence

From Cyber Resilient Bulgaria 2023:  

Initiating focused programs, adding key measures to programs 
to develop the competitiveness of small and medium-
sized businesses, including micro-enterprises, awareness-
raising, and "cyberculture", including specific packages 
of recommendations and requirements, so as to ensure 
effective participation in the digital single market (national 
and international), awareness of the digital dependence 
on information channels, supply management, security of 
communication and information systems. Implementation 
of basic or adapted for small and medium enterprises (SMEs) 
standards for information and cybersecurity at the enterprise 
level; 

Defining and implementing an adapted approach to stimulate 
initiative, self-regulation and follow the culture of "digital 
leaders" - development of the cyber component in business 
relations and communications and use of typical business 
ecosystems: "small for small" (small business and citizens are 
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served by small software and IT companies, without specific 
focus and attention to cyber aspects), "small for large" (small 
companies predominantly participate in supply chains and 
contribute to overall cybersecurity, or "uncertainty") - active 
involvement of business and ICT associations, priority support 
from state institutions, national and international programs; 

Development of mechanisms for the promotion and organised 
involvement of SMEs in information sharing and prevention 
networks based on a sectoral or cluster approach, conscious 
sharing of cyber risks in supply chains and the whole flow of 
interconnected digital business and markets by increasing 
the level of network and information security;

Collaboration with Europol and other  
Member States

Interviewed GDBOP experts revealed that the unit is 
working closely with EUROPOL and has a representative in 
the institution, including in the cybersecurity department. 
A major problem is the lack of a single channel for rapid 
communication between police services in different countries. 
Europol maintains an encrypted e-mail service called SIENA - 
Secure Information Exchange Network Application. However, 
the service has its weaknesses and impracticality, which lie 
in the fact that the notifications are often delayed when in 
reality, cybercrimes should be handled as soon as possible. 
Often, communication between services from different 
countries takes place at the operational level through other 
channels (telephone, Whatsapp, Viber, Signal), which is 
outside the framework established by Europol. However, it 
has its advantage: faster and more immediate response.  

BG CERT works with ENISA and with the CSIRTs of the 
Member States. It is a member of the CSIRT Network.  

The GDBOP Cybercrime unit is working with relevant 
authorities in other Member States. 

Private sector collaboration 

Yes, by exchanging knowledge on cybersecurity prevention 
techniques. 

GDBOP’s cybercrime department works with several 
specialised companies from the private sector, some of which 
have formal agreements. They exchange information in case 
of suspicious activities are detected (by the companies). 
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The companies they interact with operate in the field of 
cybersecurity, telecommunications services and insurance 
services. 

In cases of incidents with a significant detrimental effect 
on network and information security, following the incident 
response procedure, BG CERT may also use external expertise.

Conclusions 
The strategic and legislative setup is appropriate and in 
accordance with the EU legislation and strategic goals. The 
coordination between the various institutional stakeholders 
seems to be adequate, and in some cases, exchanges between 
public bodies and private companies operating in the 
cybersecurity sector are established practices.  

Reporting cybercrimes and cyber threats are straightforward 
and easy as the relevant public bodies provide various contact 
channels. 

At the same time, the low trust in the law enforcement 
authorities and their ability to counteract cybercrime as well 
as the low awareness of cybercrimes and cyber threats and 
businesses’ role in preventing/reporting those, lead to low 
reporting of cybercrimes from companies. 

It is hard to track the cybercrime dynamics as the law 
enforcement authorities do not have a single information 
system to collect comparable information on cybercrime 
signals. The shared opinion from the interviewed experts 
is that it is difficult to determine how often cyberattacks 
are reported, and any statistics on cybercrimes would 
underestimate the real level of crime, and a lot of incidents 
are not reported. 

Bulgaria Country Profile  



25

The case study presents the strategic and policy context 
relevant to cybercrimes targeting companies in the Netherlands 
as well as the roles of main actors, available information on 
cybercrime attacks and main factors for reporting or non-
reporting cyber incidents by companies.  

Methodology and country-specific 
challenges 
The information was collected through a two-step approach 
of desk research of relevant strategic, policy and legislative 
documents, followed by a series of interviews with 
representatives of government agencies, law enforcement 
agencies and academics that operate in the area of 
cybersecurity.  

There were limited challenges in collecting the relevant 
information for the Dutch country study. There is an 
abundance of relevant organisations in the domain to consult, 
as well as several recent publications on the regulatory 
& policy framework and relevant cybercrime trends and 
developments in the Netherlands. Representatives of each 
relevant stakeholder category were open to participating in 
an interview. Two representatives from the National Cyber 
Security Centre and the National Police’s Team High Tech 
Crime could only contribute through a written response to 
the interview questionnaire. 

The interviews were conducted between 15 February and 1 
April 2022 (see details in Annex – Overview of interviewed 
stakeholders).  

Анализ на факторите за докладване или неотчитане на кибер инциденти сред бизнеса
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Setting the scene: current policy context, 
general cybercrime situation and problem 
identification (why not reporting) 

Policy context

Cybercrime governance

The cybercrime policy framework in the Netherlands is 
mature and elaborate. After the adoption of a cybercrime 
law in 1993 and the Computercrime Law (CC-II) in 2006, 
the latest law (CC-III) and procedural regulation came into 
force in March 2019 (Council of Europe, 2021c). In 2018, the 
Dutch government passed a National Cyber Security Agenda 
(NCSA), while it also focused on strengthening international 
cooperation in the fight against cybercrime by publishing the 
International Cyber Strategy: Building Bridges in 2017 (NCSC, 
2018). 

The National Coordinator for Counterterrorism and 
Security (NCTV), an entity under the full responsibility of 
the Minister of Justice and Security, has been the central 
organisation in shaping the Dutch policy framework and 
network for cybersecurity in the initial stages through a 
series of roundtables and other consultations and is currently 
responsible for its coordination (Brennenraedts et al., 2020). 
In this policy framework, the National Unit of the National 
Police is responsible for individual cybercrime cases in terms 
of reporting, investigating and prosecution. Furthermore, 
the Dutch Ministry of Security and Justice coordinates one 
national and six municipal points of contact for cybercrime 
victims (Council of Europe, 2021c). Finally, two public entities 
are mandated with important roles in implementing the 
cybersecurity framework for companies: the National Cyber 
Security Centre (NCSC) and the Digital Trust Center (DTC). 

The NCSC functions as the Ministry’s core vehicle in 
understanding cyber threats, bringing together knowledge 
and actors, and preventing damage to vital elements of 
the society (ENISA, 2018; TIMELEX, 2019). In practice, the 
focus on vital elements means that the NCSC protects the 
critical infrastructure in the Netherlands, namely that of 
the national government and private businesses involved in 
vital economic functions. It coordinates Information Sharing 
and Analysis Centres (ISACs) for organisations involved in 
the Netherlands’ vital infrastructure, and warns these 
organisations proactively about cyber threats and informs 
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them about solutions. Moreover, the NCSC has the capacity 
to act in case of immediate cyber threats, as it functions as 
one of the country’s two computer security incident response 
teams (CSIRT). 

The 2018 Security of Network and Information Systems 
Act (Wet beveiliging netwerk en informatiesystemen, 2018) 
transposed the NIS Directive into Dutch law, stipulating the 
NCSC’ rights and mandate. NCSC supports the work of law 
enforcement and its cooperation with the private sector, 
especially through the ISACs (Le Toquin, 2014). 

The Digital Trust Center (DTC), an entity under the 
responsibility of the Ministry of Economic Affairs & Climate, 
was established in 2018 to boost the digital resilience and 
security of businesses classified as non-vital economic 
entities. It aims to boost collaboration and networks among 
non-vital businesses in different sectors. The DTC is involved 
in roughly 40 such networks, including ISACs for non-vital 
businesses in sectors ranging from defence, high-tech, IT and 
e-commerce to ports, agriculture, healthcare and education 
(Digital Trust Center, n.d.). Since 2021, the DTC also has the 
mandate to share information about cyber threats with non-
vital businesses at risk (Ministerie van Economische Zaken en 
Klimaat, 2021). 

Figure 1:  Overview of the Dutch cybersecurity policy framework  
(in Dutch only).

Source:    https://repository.wodc.nl/bitstream/
handle/20.500.12832/2484/3097_volledige_tekst_tcm28-470505.
pdf?sequence=2&isAllowed=y 
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The NCSC and DTC work together with various other (public 
and private) actors, initiatives and networks, which jointly 
cover the full geographical and sectoral spectrum of the 
country. The number of cybersecurity alliances, hubs and 
networks grew organically in the Netherlands over the last 
years and by now forms a comprehensive but somewhat 
blurry constellation of initiatives with objectives and partners 
that are overlapping to some extent. 

An organisation characterising the hybrid Dutch cyber-
security governance framework is the Cyber Security Council, 
established in 2011. The Cyber Security Council is a national, 
independent advisory body co-chaired between the private 
and public sectors and consists of high-level representatives 
from academia, the public sector and businesses. The Council 
observes the implementation of the country’s Cyber Security 
Strategy and provides research and strategic advice (TIMELEX, 
2019). 

As the central node between the private and public sectors 
with a focus on critical services, the NCSC is also closely 
involved with other organisations, such as LEAs and 
monitors cybercrime in the Netherlands (Le Toquin, 2014). Its 
involvement in CSIRT and ISACs is a good practice example 
of a public entity working with both LEAs and companies (Le 
Toquin, 2014; Mayland, 2019). 

Additionally, many PPPs are essential for the cooperation 
between businesses and the public sector in the area of 
cybersecurity. The National Response Network (NRN), a 
voluntary partnership between the public and private sectors, 
has contributed to the establishment of 14 ISACs by fostering 
information-sharing, especially during crises (Kertysova et al., 
2018). The Hague Security Delta (HSD) is a security cluster 
supported by a collaboration of researchers, companies and 
the public sector, which possesses an independent platform 
and works towards facilitating information-sharing. A system 
building on public-private interaction which is widely used in 
the private sector is the Coordinated Vulnerability Disclosure 
(CVD) policy, which challenges private actors to detect gaps in 
cybersecurity networks.  

Furthermore, the Dutch Anti-DDoS Coalition (ADC) is 
another exemplary model for the other Member States. It is 
especially useful for the exchange of metadata which can be 
used in criminal investigations (Caselli et al., 2020). Finally, 
the Dutch Electronic Crimes Task Force (ECTF) is sector-
specific cooperation between the banking sector and LEAs 
against online fraud. ECTF is designed to build trust, share 
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sensitive information and prevent future cyber-attacks (Boes 
& Leukfeldt, 2017; Kertysova et al., 2018).  

Numbers and stats of cybercrime attacks 
in the country 

On the whole, the number of cybercrime incidents in the 
Netherlands decreased between 2016 and 2020 (CBS, 2020, 
p. 23). In 2019, less than 20% of Dutch companies with over 
250 employees reported experiencing cybercrime incidents. 
In 2016, on the other hand, almost 40% of companies 
experienced some type of cybersecurity incident. CBS does 
note, however, that this decrease should be assessed critically 
for two reasons. Firstly, as it concerns the number of reported 
cases, it does not necessarily imply an equal decrease in the 
number of actual cases.  

Secondly, CBS divides cybercrime incidents into three 
categories: systems failure, data destruction and data leak. 
While the number of cybercrime incidents that led to systems 
failures or data destruction decreased between 2016 and 
2020, the number of incidents that led to a data leak actually 
increased. As such, the overall decrease mentioned above is 
not consistent across the board.  

Among small and medium-sized enterprises, underreporting 
of cyber incidents is common. Studies have found that only 
7.2% of the surveyed SMEs declared to have reported to the 
police that they have been victims of cybercrime (Veenstra et 
al., 2015). Moreover, official statistics show that charges are 
pressed in only about 8% of reported cases. This indicates that 
the data on business cyber victimisation in the Netherlands is 
incomplete (Haas, 2021).  

Between 2016 and 2019, the number of Dutch companies 
reporting cybercrime incidents by an external actor was 
significantly lower than those reported due to an internal 
cause. CBS found that roughly twice as many companies 
with over 250 employees reported a cyber incident with an 
internal cause as opposed to the number of incidents with an 
external cause (CBS, 2021). In the ICT and industry sectors, 
the number of companies reporting cyber incidents with an 
external cause decreased to roughly 10% in 2019. While this 
number is below average in the healthcare and hospitality 
sectors, roughly 8% and 5%, respectively, this is actually an 
increase from the numbers in 2018. An additional textual 
analysis of police reports from 2016 showed that cyber played 
a role in roughly 9% of reported crime cases. However, the 
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analysis also showed that of this 9%, only 2.5% was registered 
as cybercrime. Half of the reported cybercrime cases were 
deemed deceit, while 20% were considered to be forgery.  

Data leaks, i.e., incidents affecting the personal information 
of more than 500 individuals, were caused mainly by different 
types of cybercrime rather than having an internal cause. More 
specifically, these data leaks were mostly caused by hacking, 
malware or phishing. While in 2018, 4% of data leaks were 
caused by hacking, malware or phishing, in 2020, this number 
had increased to 5%. The report indicates that cybercrime 
is a major cause of data leaks in business services (14%), 
healthcare (13%) and education (13%). Additionally, statistics 
by government agencies indicate that larger Dutch businesses 
are more frequently targeted than smaller businesses. 
However, SMEs particularly lack adequate protection against 
cyber-attacks. In a study on the Dutch retail sector, Haas (2021) 
concludes that a majority of retail stores would prefer more 
support to ensure better cyber resilience. Lastly, preliminary 
results of another study on SMEs in the Netherlands show 
that cybersecurity measures are still minimal (Leukfeldt et al., 
2021). 

The prevalence of another type of cybercrime, DDoS attacks, 
remained relatively stable. The NaWas (National Scrubbing 
Center against DDoS attacks) reported mitigating 919 and 929 
DDoS attacks in 2019 and 2020, respectively. The intensity of 
the attacks also remained relatively stable, with 11% of attacks 
surpassing 10 Gbps. However, while the number of DDoS 
attacks with a duration of more than one hour decreased to 
15% in 2019, this number saw a significant increase to 25% in 
2020.  

Lastly, the Cybersecurity Assessment 2021 states that the 
cyber resilience of the country has gaps. Current problems 
are a lack of cooperation and the prioritisation of privacy and 
business continuity over-reporting to the police (National 
Coordinator for Security and Counterterrorism (NCTV) & 
NCSC, 2021).

Problem Identification 

A recent study of the cybersecurity governance model in the 
Netherlands identified a number of challenges resulting from 
its current design (Silfversten et al., 2020). 

Netherlands Country Profile  



31

ARISA 2: Оценка на риска от изолиране на заподозрени и обвиняеми: Ролята на медиите

In general, the researchers conclude that cybersecurity 
governance has been a prominent area of discussion in the 
Netherlands over the last years, sparking various initiatives 
to police cyber-related issues. As a result of this multifaceted 
approach, originating from the typically Dutch consensus-
driven Polder decision making, the governance structure can 
be best characterised as a network-governance model. The 
model includes various different organisations, each with a 
designated mandate and area of responsibility and operating 
in one or more networks with slightly different objectives 
but jointly ensuring national cybersecurity. As an example, in 
parallel to the NCSA, several other strategies are in place at 
national and regional levels (Cyber Security Raad, 2021). 

This network-governance model ensures buy-in from a 
wide range of relevant stakeholders from public, private and 
academic backgrounds. However, due to a large number 
of involved organisations, roles and responsibilities are 
dispersed and not always clearly assigned, resulting in 
tardiness and a lack of proactivity in the policymaking process 
and an ambiguous structure for victimised companies. The 
Cyber Security Council confirmed this finding in 2021 (Cyber 
Security Raad, 2021). Especially in a dynamic and quickly 
evolving domain such as cybercrime, agility is key to keeping 
up with new cyber trends and developments. In addition, the 
coexistence of multiple networks with different mandates and 
responsibilities might cause a lack of coherence in the overall 
regulatory framework of cybersecurity in the Netherlands. 

Restrictions on sharing of information pose another strain on 
the prevention, detection and prosecution of cyberthreats 
(Van den Eeden et al., 2021). This holds true in particular for 
sharing information within different departments of national 
government and the LEAs and between different types of 
organisations involved in the governance networks. However, 
it also concerns the notification of victims of large-scale cyber-
attacks, where LEAs identify dozens of unaware victims. 

Moreover, government organisations generally work with 
diverging cybersecurity standards and systems, complicating 
collaboration on enforcement and evaluation of arrangements 
across actors in the national ecosystem. Diverging governance 
structures were also harming the position of businesses in 
non-vital infrastructure. As opposed to operators active in 
critical infrastructure, these businesses were not subject to 
additional cybersecurity rules, nor did they have mandatory 
incident-reporting requirements nor were they part of 
the NCSC information-sharing structure. As of September 
2021, this was corrected when the DTC was mandated to 
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proactively inform businesses with non-vital infrastructures. 
Nevertheless, recent studies found that cybersecurity 
measures of SMEs were below standard (Haas, 2021; Leukfeldt 
et al., 2021) 

The Cyber Security Council concluded that due to imperfec-
tions in the current governance structure and restricted 
availability of specialised knowledge and capacity, LEAs 
are not capable of pushing down the growing number of 
cybercrime victims in the Netherlands (Cyber Security Raad, 
2021). 

Recent studies showed that prosecution and reporting of 
cybercrime have flaws, with many cases not included in police 
statistics (Haas, 2021). In consultation with stakeholders, 
the most frequently mentioned reason for not reporting 
cybercrime by companies is the perceived risk of reputational 
damage resulting from bad publicity following a cyberattack. 
The perception of this risk is shared widely by private and 
policy actors in the cybersecurity domain. At the same time, 
academic research so far revealed that such reputational 
damage is merely a perceived consequence with no actual 
causal evidence supporting the claim. Nevertheless, companies 
will still act upon their perceived risk of damage. 

Other reasons for underreporting were, for instance, the lack 
of a single point of contact for businesses and particularly 
SMEs, in place of the plethora of cybersecurity initiatives 
currently operating. The National Police is currently working 
on the development of a central online reporting point to 
streamline and centralise the online reporting mechanism. 

Furthermore, companies have limited trust in the police 
investigation teams’ cyber competence, especially at the local 
level. Companies will make an implicit trade-off between 
the perceived benefits of reporting and its costs in terms of 
time and effort to report a cybercrime, to handover relevant 
(and potentially sensitive) company data, and, in case of 
digital forensics, to interrupt their operations to allow police 
officers to investigate their systems. To enhance its local 
cyber competences (and companies’ trust therein), the 
National Police organises training and guidance for local 
police departments and developed regional cybercrime units 
of 20 FTE each in 2020. Moreover, the LEAs have frequent 
contact with businesses to improve collaboration in the field. 

To this end, the Council advises an investment of € 330 million 
in the period 2021-2024 to enhance the system of reporting 
and declaration of cybercrime, establish a cybercrime 
monitor, and invest in cyber capacity and knowledge for LEAs 
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(Cyber Security Raad, 2021). The monitor should provide the 
government insights into the types of cybercrime, its size 
and the most frequent target victims. Finally, the Council 
concludes that a single entity should be assigned to gather 
and communicate effectively information and statistics on 
cybercrime. There is currently a lack of clarity as to the 
central authority for reporting cybercrime and information 
about cybercrime. 

Current Cyber Threat Landscape

Country-specific definition of cybercrime

There are two common operationalisations of cybercrime 
in the criminological literature in The Netherlands. The first 
one defines it in a narrow and a broad sense. Cybercrime, in 
the narrow sense, often just called cybercrime, are crimes 
where ICT is both the end and the means to the end (Van den 
Eeden et al., 2021, pp. 16-17). Cybercrime in the broad sense 
includes all crimes that use ICT in any way. In the broad sense, 
cybercrime is often referred to as cyber-enabled crime (Van 
den Eeden et al., 2021). 

CBS defines cybercrime along similar lines. Here, cybercrime 
encompasses all crimes committed using ICT. It thus includes 
crime that is aimed at an ICT system or the information 
processed by ICT. Cybercrime also includes crime that 
has existed for some time and which has been given a new 
impetus by ICT, such as fraud and the distribution of child 
pornography via the internet. This definition is a combination 
of the narrow definition of cybercrime used by the NCSC and 
the police and the category of 'digitised crime' that the police 
also distinguish (CBS, 2021, p. 33).  

More recently, however, the literature, as well as the law, have 
split up cybercrime along three lines (CBS, 2021):

• Computer-focused crimes
• Computer-assisted crimes
• Computer-enabled crimes

Computer-focused crime is similar to cybercrime in the 
narrow sense. It consists of crimes where ICT is both the end 
and the means to the end. That is, computer-focused crime 
cannot exist without ICT. Computer-assisted crimes are 
crimes that used to be committed in the physical world but 
are now mostly digital. However, ICT itself is not the target, as 
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is the case with computer-focused crime. Examples include 
CEO fraud and digital marketplace fraud. Computer-enabled 
crimes are all types of traditional crimes that do not target ICT 
and cannot be carried out using ICT but can be assisted by it. 
An example that the authors give is an assassination which is 
aided by digitally encrypted communication channels (CBS, 
2021).

Lastly, the judicial definition of cybercrime is very similar to 
the definition set out above. It is split up along three lines, 
roughly aligned with those present within the literature:

• Computergestuurde delicten (computer controlled crimes) 
• Computergerelateerde delicten (computer related crimes) 
• Computerrelevante delicten (computer relevant crimes)

The common definition of cybercrime is a form of crime aimed 
at IT or the information processed by an IT system. However, 
the definition is shifting to one where cybercrime is a criminal 
offence where IT/internet is used. By law, the definition is all 
criminal offences that are mentioned in the Computer Crime 
Law III (Wet Computercriminaliteit III) since March 1st 2019. 
Government institutions generally agree on the trichotomy of 
cyber-enabled, cyber-assisted and cyber-focused crime.

Cyber governance structure

The cyber governance structure can be best characterised 
as a network-governance model. The model includes various 
different organisations, each with a designated mandate and 
area of responsibility. Each institutional body operates in one 
or more networks with slightly different objectives, jointly 
ensuring national cybersecurity.  

The National Coordinator for Counterterrorism and Security 
(NCTV) is responsible for shaping and coordinating the Dutch 
policy framework for cybersecurity. The CSIRTs and the 
National Police are responsible for enforcing this framework. 

Firstly, the Netherlands has two CSIRTs, namely the National 
Cyber Security Center (NCSC) and the Digital Trust Center 
(DTC). The NCSC falls under the Ministry of Justice and 
Security and is tasked with understanding cyber threats, 
bringing together knowledge and actors, and preventing 
damage to vital elements of the society (ENISA, 2018; TIMELEX, 
2019). Furthermore, it has a central role in coordinating ISACs 
and has the mandate to take a proactive role in warning about 
cyber threats. In extension, it also has the capacity to act upon 
cyberthreats if deemed necessary. 
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The DTC, on the other hand, falls under the Ministry of 
Economic Affairs and Climate. It was established in 2018 
to boost the digital resilience and security of businesses in 
non-vital economic functions. As such, whereas the NCSC is 
tasked with the general cybersecurity of vital sectors, the DTC 
focuses on the non-vital sectors. Within its mandate, the DTC 
can share information about cyber threats with businesses. 

The role of the National Police within the cybersphere is set out 
in the Programma Intensivering Aanpak Cybercrime (PIAC). 
In short, the PIAC sets out the implementations to achieve a 
more effective approach to cybercrime (WODC, 2021, p.39). As 
explained above, regional cybercrime units are strictly tasked 
with cybercrime cases in the narrow sense. However, due to 
the blurry divisions between different types of cybercrime, 
units generally also engage in cybercrime cases in the broad 
sense. In addition, regional cybercrime units are encouraged 
to engage in PPPs.  

Thematically, various regional cybercrime units, as well 
as the Team High Tech Crime Unit (THTC) are responsible 
for different operational themes, such as Ransomware and 
DDoS. In doing so, each of these teams can create its own 
expertise on these topics, which can then be disseminated 
nationally across all relevant actors. The National Operational 
Cybercrime Counsel (LOCO) is tasked with ensuring all locally 
acquired expertise on cybercrime is shared nationally. 

Lastly, the Team High Tech Crime (THTC) mentioned above is 
a special unit within the National Police. It handles cybercrime 
cases characterised by a combination of these characteristics:

• Advanced methods for committing the crime and protecting 
the activities and identity of the criminals

• High degree of scalability
• High social impact (e.g., disruption)
• High degree of targeting of the attacks
• Strong international component
• High degree of organisation

The THTC uses the CSAE (collect, store, analyse, engage) 
framework in its operations. This framework provides 
guidelines to handle the large amounts of, often unstructured, 
data that flows from cybercrime cases. Team High Tech 
Crime rarely starts an investigation based on charges pressed 
by companies or individuals. Rather, it works based on 
intelligence received from private actors or foreign police 
counterparts (Van den Eeden et al., 2021).
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Implementation status of NIS Directive

The Netherlands has fully implemented the NIS Directive and 
the EU GDPR 2016/679, establishing data protection authorities 
as well as CERTs, CSIRTs and other public entities dedicated 
to cybersecurity (Implementation of the NIS Directive in 
The Netherlands, n.d.). The Wbni (Network and Information 
Systems Security Act) is the Dutch implementation of the 
NIS Directive. It is directed at essential service providers 
and digital service providers. In short, it stipulates that these 
providers must:

• Ensure they have taken the necessary technical and 
organisational measures to have their cybersecurity up to par

• Report cybersecurity incidents occur that have significant 
consequences

• Essential service providers and digital service providers who 
fail to do so risk a fine of up to 5 million euros (PwC, n.d.).

Role of CERTs

A computer crisis team is a specialised team of professionals 
that can act quickly in the event of computer or network 
security incidents. Some computer crisis teams are the 
result of collaborations. Others are set up for a single (large) 
company. Often a computer crisis team has a sector-specific 
focus (Brennenraedts et al., 2020). 

The Netherlands has multiple different CERTs. Some have 
a sector-wide mandate, and others are created for a single 
company. By ministerial decree, certain CERTs may receive 
sensitive (for instance, containing personal data or traceable 
confidential information) threat-related information from the 
NCSC (Brennenraedts et al., 2020). Currently, there are four of 
these designated computer crisis teams: 

• De IBD (Information security service of the VNG)
• Z-CERT (healthcare industry)
• SURFcert (for educational and research institutions)
• CERT Water management

On the other hand, CSIRTs (Computer Security Incident 
Response Team) are a subset of the more general CERTs. 
CSIRTs are national-level institutions and work together with 
the CSIRTs of other EU Member States. The combined role of 
CERTs and CSIRTs in The Netherlands is to prevent, prepare 
for and support during cybersecurity crises, as well as provide 
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aid in recovery after. Whereas most countries have one 
CSIRT, the Netherlands has two (NCTV, n.d.; Brennenraedts 
et al., 2020):

• NCSC (National Cyber Security Centrum)
• CSIRT-DSP (CSIRT for Digital Service Providers)

Information Sharing and Analysis Center

In the Netherlands, the DTC (Digital Trust Center) is tasked 
with making Dutch companies that belong to the non-vital 
sector more resilient to increasing cyber threats. As such, it 
also manages public-private partnerships, including ISACs. 
The DTC defines ISACs as " a voluntary collaboration between 
parties in a specific sector with the aim of confidentially 
sharing information and analyses about threats, incidents, 
vulnerabilities, measures and lessons learned." (Brennenraedts 
et al., 2020). In total, the DTC manages four ISACs:

ISAC Pensions

• ISAC Insurers
• ISAC Media
• ISAC Legal

In addition, it is important to note that institutions can set up 
a new ISAC. In other words, ISACs need not necessarily fall 
under a government institution. The DTC refers to an elaborate 
guideline set up by the NCSC for institutions or companies 
that want to set up an ISAC (NCSC, 2018a). As such, both the 
DTC and NCSC support ISACs to varying extents while also 
providing recommendations and guidance for other sectors 
looking to set up their own ISACs.

Public-Private Partnerships

The Netherlands has several PPPs, including the ISACs as 
well as the Cybersecurity Council, the Dutch Electronic 
Crimes Task Force (ECTF), the Anti-DDoS Coalition (ADC), 
the National Response Network (NRN), the Digital Trust 
Centre, the Hague Security Delta (HSD) and the Coordinated 
Vulnerability Disclosure (CVD). 

Every cybercrime team within the police has a Public-
Private contact to forge a link between the police and private 
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companies. Furthermore, there are multiple direct PPPs in The 
Netherlands. Their goals range from preventing recidivism to 
advising the government on cyber topics and PPPs that help 
respond to and mitigate cyberattacks. 

Analysis of the factors for reporting or non-
reporting cyber incidents among businesses

Number of cybercrime offences per year

In the Netherlands, underreporting of cyber incidents is 
common. Studies have found that only 7.2% of the surveyed 
SMEs declared to have reported to the police as victims of 
cybercrime (Veenstra et al., 2015). Moreover, official statistics 
show that charges are only pressed in about 8% of reported 
cases, with other cases often not included in police statistics. 
This indicates that the data on business cyber victimisation in 
the Netherlands is incomplete (Haas, 2021). 

CBS draws the same conclusion by noting that a few companies 
that fell victim to an external cyber attack actually report this, 
with a number ranging between roughly 5-10%, depending 
on the sector. Specifically, between 2016 and 2018, a clear 
decreasing trend could be observed for the ICT, industry, 
catering and healthcare sectors. Through 2019 and 2020, this 
trend continued for the ICT and industry sectors, but the 
number of external cyber crime reports filed by catering and 
healthcare companies actually increased again (CBS, 2021, p. 
25).

Tool for cybercrime reporting

Cybercrime can be reported through multiple channels. 
First and foremost, companies and individuals can report 
cybercrime at their local police station (where they can also ask 
for a cyber expert to be present) by calling the national police 
hotline or submitting an online report (Rijksoverheid, n.d.). 
Furthermore, it is possible to anonymously report cybercrime 
by contacting www.meldmisdaadanoniem.nl (Meld Misdaad 
Anoniem, n.d.). However, it is not possible to press charges 
in doing so. Lastly, it is possible to report (cyber) fraud by 
contacting the Fraud Help Desk (Fraudehelpdesk, n.d.). 

In The Netherlands, critical infrastructure organisations must 
report cyber incidents to the NCSC if they affect their critical 
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processes. However, there is no coercion mechanism to force 
organisations actually to do that. Many of these sectors (for 
instance, energy or telecom) must report incidents to the 
regulatory institutions. However, there is no obligation for 
organisations or companies to report cybercrime to the police.

Internet Crime Reporting Online System (ICROS)?

There are different websites to report cybercrime, including 
the police website, each with its own purpose. Some of these 
websites share the report directly with the police. Since 
2019, the ICROS related to the new WBNI has been in place, 
although it is rarely used by companies.

Supporting systems for victims of cybercrime

The Netherlands has a support system that gives support to 
victims of crimes. This organisation is called “slachtofferhulp 
Nederland”. They support victims with any related criminal 
case. However, this institution is directed at individuals while 
there is no comparable body for companies.

Most common cybercrime offences

CBS differentiates between three types of cybersecurity 
incidents caused by an external attack (CBS, 2021, p. 21):

1. Failure of an IT system as a result of an outside attack, such as 
a DDoS or ransomware attack where IT systems can no longer 
be used.

2. Data destruction or data corruption as a result of infection with 
malicious software or unauthorised electronic access.

3. Data disclosure through cyber intrusion, phishing or pharming.

Although sources do mention the different types of cybercrime 
that are common in the Netherlands, including phishing, 
ransomware, defacing or DDoS attacks (KVK, 2020), exact 
numbers or ratios between the different types of cybercrime 
are difficult to find. From the interviews, too, it became clear 
that it is very difficult for private actors (including academics) 
to determine the most common cybercrime offences due to 
a lack of publicly available data. Nevertheless, the following 
ranking from most to least common offences could still be 
established based on the interviews: 
1. Business Email Compromise (BEC)
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2. Social engineering techniques / phishing
3. DDoS
4. Ransomware
5. Hacking
6. Malware
7. Cryptojacking

In addition, it was mentioned that most damages are caused by 
a shotgun approach, rather than elaborate attacks finetuned 
to a specific company. In this approach, criminals target as 
many companies as possible with a generic template hoping 
that a small fraction of companies falls for it.

Mechanisms for reporting cyber offences

The Netherlands has a strong informal trust network, which 
enables companies almost always to reach the relevant 
institutions through their network when they have been 
targeted by cybercrime. Then, if this happens and personal 
data is compromised, companies are required to inform the 
DPA (AP). However, a report to the DPA is not shared with 
LEAs, nor is any (aggregated) information about DPA reports 
publicly available. In addition, companies within the vital 
sectors are required to notify NCSC if their systems have been 
compromised by an act of cybercrime. 

If companies also report the cybercrime offence to the police, 
a standardised methodology is in place to mark the reports 
as cybercrime. However, there is still a grey area surrounding 
cyber-enabled crime, such as internet scams. Since reports 
can only belong to one category within the internal systems 
of the police, these cases are generally registered as fraud 
rather than cybercrime.   

Reasons for underreporting

The interviews showed a discrepancy between the vantage 
point of government institutions on the one hand and 
academics and LEAs on the other hand. All interviewees stated 
that a major reason for companies to not report cybercrime 
is reputation damage. However, whereas the latter made 
abundantly clear that these reputational damages are merely 
perceived, the representatives of the government institutions 
made clear that they are actually there. Nevertheless, as was 
also stated during the interviews, companies will still act on 
whether the reputational damages are perceived or not. As 
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such, while both points of view equally hinder the reporting 
of cybercrime incidents, they require different approaches to 
solve. 

In addition, multiple interviewees stated that the costs of 
reporting cybercrime can be too high. For example, companies 
might have to gather a lot of internal systems diagnostics and 
contact multiple institutions, all of which require resources 
that could also be used to recover from the cyberattack. 
Related to this, the internal diagnostics that companies need 
to provide might also contain sensitive data that they would 
rather not share, which creates an additional burden.  

Lastly, criminals can play into the difficulty and cost-benefit 
assessment of reporting cybercrime by demanding the 
company not report the attack. This might shift the cost-
benefit assessment in favour of not reporting, for instance, if 
the company's core priority is resolving the issue as quickly 
as possible.

Best practice to support cyber offence reporting

The interviewees often took a differing approach to answer 
this question. On the one hand, some stated that the decision 
to report is mostly based on a cost-benefit analysis, meaning 
that lowering the cost or increasing the benefit would aid in 
increasing cyber offence reporting. For instance, some cyber 
insurance companies require the victimised company to 
report the crime to the police in order to get reimbursed for 
the damages, which increases the benefits of reporting.  

On the other hand, multiple interviewees stated that 
individuals often do want to report a crime because of a sense 
of injustice. This dynamic, then, is also present at the company 
level. However, companies will still do a cost-benefit analysis 
when deciding whether or not to report. As soon as it takes 
too long to report cybercrime, it becomes too expensive for 
companies, so they end up not reporting it. One interviewee 
stated that currently, this is often a consequence of a lack of 
capacity and or specialised knowledge at the police. 

The baseline is the difference between the first and second 
approaches set out above. Whereas the former assumes that 
companies are unlikely to report unless there are costs and/
or benefits involved, the latter assumes that companies do 
actually want to report, but might be restrained by costs such 
as capacity or the expectation that the report will not be 
picked up.   
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In addition, the interviewees had different views on the 
effectiveness of the current institutional setup of the Dutch 
cyber policy. From an academic point of view, the current 
highly network-based organisation of cyber policy means that 
it is easy for companies to reach the relevant institutions, but 
it also means that they often have to remain in contact with 
multiple organisations at the same time which is inefficient. 
The interviewee argued that it would be more effective to 
have one central government body to prevent and mitigate 
cybercrime and collect data on its occurrence. Here, the UK 
was mentioned as a good example of an alternative setup 
where one central organ is in charge of cyber policy. However, 
the government and LEA interviewees gave a different view. 
It was stated that while the current dispersed network-based 
approach is not perfect, having a centralised cyber organ such 
as in the UK is actually a weakness. Since different company 
types require different communication methods, they 
stated that creating a centralised cyber body would actually 
hinder effective communication regarding cyber risks and 
cybercrime reporting. Nevertheless, the interviewees agreed 
that the current vital/non-vital divide is certainly beneficial.  

Furthermore, the government and LEA interviewees stated that 
there should be an easy, online way for companies to report 
cybercrime and the technical details related to it. Currently, 
it is only possible for companies to report cybercrime at the 
police station rather than online. Relatedly, it is important to 
focus on increased awareness that reporting works.

Data collection on reported attacks,  
frequency of updates

Many datasets that monitor cybersecurity do not include 
sufficient information on the reported attacks or rarely 
update the data (Dupont, 2019). In addition, while private 
databases are more accessible and regularly updated, their 
validity is difficult to assess due to the economic interests of 
commercial publishers. 

LEAs manage all official cybercrime reports in an internal 
system. However, another interviewee stated that public data 
is less common. For instance, there is no public database 
on the most common type of cybercrime. As stated before, 
companies must notify the DPA when personal data has been 
compromised. However, these reports or the aggregated data 
flowing from them are not publicly available.  
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Alongside official LEA/government statistics, cybercrime 
data is currently also gathered using victim studies and 
proxy measurements, such as tracking bitcoin transactions. 
While digital measurements using proxies can provide a 
more accurate reference for both the absolute number of 
cybercrimes as well as trends over time, this methodology 
is currently underutilised. It should be noted. However, that 
data collection using proxies is not suitable for all types of 
cybercrime. 

Current practice in reporting cyber threats 
and offences in NL

Registration practice of cybercrime offences

Cyber offences are monitored and registered daily at the 
regional and national levels by official police reports. There is 
also a network of national and international LEA cooperation 
through channels like Europol and Interpol. This information 
is updated 24/7 there where necessary.

Trust in Law Enforcement  and competence

Internally, the police organise training and guidance for other 
police departments. In addition, each regional unit has had a 
cybercrime team of around 20 FTE since 2020.  

On the other hand, another interviewee stated that the current 
approach at the government level (rather than the operational 
police level) is insufficient. There is no cyber strategy at the 
government level to improve digital competences regarding 
cyber offences outside of the government. 

Collaboration with EUROPOL

In a recent cybercrime investigation, the Dutch authorities 
worked together with Europol and Eurojust, as well as 
counterparts from Germany, the United States, United 
Kingdom, Canada, Italy, Bulgaria, Sweden and Switzerland. 
These collaborations seem to be more ad hoc based (Nationale 
Politie, 2021). 

However, a more structural collaboration is taking place 
through the Europol’s Joint Cybercrime Action Taskforce 
(J-CAT), involving cyber liaison officers from 10 EU Member 
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States, 7 non-EU partner countries and the Europol’s European 
Cybercrime Centre (Europol, 2021).

Collaboration with other Member States

Firstly, cooperation takes place via Dutch representatives at 
the relevant states and organisations. Secondly, organisations 
such as EUROPOL and INTERPOL are used as a standardised 
medium of communication with other member states. The 
Netherlands has very strong ties with Germany, the UK, the 
US and France on cyber issues.  

Each body within the government maintains a different 
level of international cooperation. Whereas the police and 
central government maintain close ties with other states and 
organisations such as EUROPOL, other government bodies 
such as the DTC only do so to a more limited extent.  

Firstly, cooperation occurs via Dutch representatives at the 
relevant states and organisations. Secondly, organisations 
such as EUROPOL and INTERPOL are used as a standardised 
medium of communication with representatives of the 
relevant states and organisations. Secondly, organisations 
such as EUROPOL and INTERPOL are used as a standardised 
medium of communication with other member states. The 
Netherlands has very strong ties with Germany, the UK, the 
US and France on cyber issues. 

In particular, ties are strong with other countries with 
developed cybercrime detection capacities, such as England, 
Germany and the US (Van den Eeden et al., 2021). 

Each body within the government maintains a different 
level of international cooperation. Whereas the police and 
central government maintain close ties with other states and 
organisations such as EUROPOL, other government bodies 
such as the DTC only do so to a more limited extent. 

Private sector collaboration

The government collaborates extensively with private 
companies and Private-Public Partnerships (PPP), including 
the ISACs as well as the Cybersecurity Council, the Dutch 
Electronic Crimes Task Force (ECTF), the Anti-DDoS Coalition 
(ADC), the National Response Network (NRN), the Digital Trust 
Centre, the Hague Security Delta (HSD) and the Coordinated 
Vulnerability Disclosure (CVD). 
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The DTC relies on private companies to amplify its message. It 
was also mentioned that private companies should learn from 
the government and each other. To this end, the government 
should act as a facilitator. 

Furthermore, LEAs also collaborate with private security 
companies. As expected, the private industry generally 
resolves issues caused by cybercrime, whereas LEAs take 
care of criminal prosecution. In addition, LEAs discuss modus 
operandi and best practices with private cyber security 
companies in order to learn from each other.   

Conclusions 

The Dutch cyber domain is relatively mature, with an advanced 
and comprehensive overall policy and regulatory framework 
and relevant institutions with state-of-the-art capacities. The 
governance is characterised by the involvement of multiple 
public institutions that collaborate with private parties and 
academia through various networks and coalitions. In the 
eyes of companies, the plethora of different initiatives and 
involved organisations can be perceived as a somewhat 
ambiguous structure with mandates and responsibilities that 
are scattered and sometimes overlapping. Depending on the 
economic vitality and sector or industry, companies might 
have different points of contact in case of cyber-attacks. 
To overcome possible confusion, a single point of contact 
for all businesses could be helpful in boosting reporting of 
cybercrimes. 

This is not the only reason for the non-reporting of cybercrimes 
among businesses. An important one includes the perceived 
risk of reputational damage caused by bad publicity following 
a cyberattack. Although the perception of this risk is shared 
widely among private and policy actors in the cybersecurity 
domain, academic research reveals that such damage is merely 
a perceived consequence with no actual causal evidence 
supporting the claim. Nevertheless, companies still act upon 
the perceived risk of damage. 

Another reason for non-reporting is the limited trust 
companies have in the LEAs’ cyber competence and their 
ability to catch the offenders, especially at the local level. 
Companies make an implicit trade-off between the perceived 
benefits and costs of reporting. While the benefits are often 
limited, costs are sizeable in terms of time and effort to report 
cybercrime, hand over relevant (and potentially sensitive) 
company data, and, in the case of digital forensics, interrupt 
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their operations to allow police officers to investigate their 
systems.  

As a result of non-reporting, the existing data on cybercrime 
reporting does not provide an accurate insight into the actual 
number of cybercrimes. For instance, studies have found that 
only 7.2% of the surveyed SMEs declared to have reported to 
the police that they have been victims of cybercrime. 

From literature and stakeholders, a number of solutions to 
enhance reporting were found. Primarily, these aim to boost 
companies’ trust in public institutions. Dutch authorities are 
working together in numerous initiatives and networks to 
improve trust and have been quite successful in this regard. 
In addition, the National Police has enhanced its local cyber 
competences through the organisation of training for local 
police departments and through a significant expansion of 
the personnel capacities of all regional cybercrime units in 
2020. Another solution is to allow for smoother and more 
centralised reporting. To this end, the police are currently 
working on the development of a central online reporting 
mechanism for cybercrime.  

Finally, there is a rise in the uptake of cyber insurances by 
private companies. Especially larger companies get insured 
against damage caused by cyber-attacks. Generally, insurers 
demand that private companies report the crime to the police 
as a prerequisite for pay-out. This incentivises reporting by 
companies.
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Methodology and country-specific 
challenges 
The information was collected through a two-step approach 
of desk research of relevant strategic, policy and legislative 
documents, followed by a series of interviews with 
representatives of government agencies and academics that 
operate in the area of cybersecurity.  

The main challenge in collecting the relevant information for 
the Spanish country study was finding interview partners: 
Not all representatives of each relevant stakeholder category 
were open to participating in an interview and were not very 
responsive.  The Spanish Cybersecurity Institute contribute 
through a written response to the interview questionnaire. 
However, they collected answers from different government 
agencies and ministries relevant to cybercrime, including 
the Ministry of the Interior and the National Cryptologic 
Center. There is much information on the regulatory & policy 
framework and relevant cybercrime trends and developments 
in Spain to sufficiently cover the different chapters of the case 
study. 

The interviews were conducted between 14 February and 
8 March 2022 (please see details in Annex  – Overview of 
interviewed stakeholders).  

Setting the scene: current policy context, 
general cybercrime situation and problem 
identification 

Policy context

At the ministerial level, the Ministry of Interior is responsible for 
cybercrime policies via the National Centre for Infrastructure 
Protection and Cybersecurity (CNPIC) which hosts the 
Cybersecurity Coordination Office (OCC) as the coordinator 
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of the two national Computer emergency response teams 
(CERTs) and the centralised point of contact for cybercrime 
police units. The OCC works closely with the private sector. 
As for Law Enforcement Agencies (LEAs), the National Police 
and the Guardia Civil are both responsible for the fight 
against cybercrime in the country (Council of Europe, 2021; 
European Crime Prevention Network, 2018).  There are two 
national CERTs in Spain. The INCIBE-CERT is jointly operated 
by the Spanish National Cybersecurity Institute (INCIBE) 
and the Secretary of State for Security in all matters relating 
to the management of incidents that affect the security of 
information systems in the private sector. The CCN-CERT 
within the intelligence agency National Cryptologic Centre 
(CCN) -attached to the National Intelligence Centre (CNI) 
- is the responsible CERT for all cyber-incidents affecting 
the public sector and critical infrastructure. The Spanish 
Critical Infrastructure Protection System is composed of a 
series of institutions, bodies and companies, from both the 
public and private sectors, with responsibilities for the proper 
functioning of essential services or the security of citizens 
as laid down in the Law 8/2011 of 28 April, which establishes 
measures for the protection of critical infrastructures. The 
NIS Directive was transposed into law and describes the 
Spanish cybersecurity framework with the Royal Decree 
43/2021, implementing Royal Decree-Law 12/2018 on the 
security of networks and information systems.

Spain has an extensive regulatory framework on cybersecurity, 
including the 2015 National Security Law, the 2017 and 2021 
Security Strategy and the 2019 National Cybersecurity 
Strategy, which follows the goal of improving the cooperation 
with private sectors, service providers and relevant ICT 
companies. For this reason, the strategy introduced several 
measures in line with EU legislation and recommendations: 
The creation of a public cybersecurity service and secure 
reporting mechanisms for companies, the updating of 
standards, the establishment of best practices and stronger 
capabilities, better notification platforms, cooperation of 
the private sector, sector-based platforms and improved 
information-sharing with companies on cyber threats and 
intelligence.  

With regard to cybersecurity, the 2021 National Security 
Strategy aims to create a system for observing and measuring 
the national cybersecurity situation and the implementation 
of a national platform for the notification and monitoring 
of cyber-incidents that will make it possible to measure 
the exchange of information between public and private 
bodies addition. It will be necessary to implement the new 
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requirements foreseen in the framework of the European 
Union in the EU Cybersecurity Strategy for the Digital Era 
and in the adaptation of the new regulatory proposals, which 
must include the necessary legislation for the protection of 
networks and systems. 

The National Cybersecurity Council was formed to support 
the National Security Council. The National Cybersecurity 
Council, chaired by the Secretary of State, Director of 
the National Intelligence Centre and Director of the 
National Cryptologic Centre, was created by the Agreement 
of the National Security Council of 5 December 2013. 
The National Cybersecurity Council is responsible for 
strengthening relations of coordination, collaboration and 
cooperation between the different Public Administrations 
with competencies in cybersecurity matters, as well as 
between the public and private sectors, and facilitates 
the Council's own decision-making through the analysis, 
study and proposal of initiatives at both the national and 
international levels. All ministries are part of the National 
Cybersecurity Council as per Law 50/1997 on Government. 

In total, the country has 34 organisations in the European 
Cybersecurity Organisation (ECSO). With regard to businesses, 
the Hiscox Cyber Readiness Report 2021 report highlighted 
that, among the 8 countries considered (USA, UK, Belgium, 
France, the Netherlands, Germany, Spain, Ireland), Spanish 
businesses were the most heavily targeted, and Spanish 
companies were most likely to report a cyber-attack (53%) 
(Hiscox, 2021). 

The National Cybersecurity Forum (FNC) incorporates repre-
sentatives from civil society, independent experts, the private 
sector, academia, associations, and non-profit-making organ-
isations, among others, to strengthen and set up public-pri-
vate synergies that can help generate knowledge on security 
opportunities and threats in cyberspace. It was established 
following the 2019 National Cybersecurity Strategy. 

The most relevant legislation in Spain with regard to 
cybercrime is the Spanish Criminal Code (Articles 197, 248, 256, 
264, 270 and 273). Cybercrime cannot be found as a separate 
article but within the areas of discovery and revealing of 
secrets, fraud, and crimes involving the industrial property.

INCIBE’s initiative to “protect your business” was born with 
the aim of improving organisations’ cybersecurity using, 
to that end, a language easily understood by businesses, 
whose ultimate goal is to raise awareness among employers 
and employees, mainly small and medium-sized enterprises 
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(SMEs), microenterprises and freelancers, about the 
importance of protecting both the information and the 
systems used for their management. To do this, various 
resources and services are available such as the blog, security 
notices, training services, and tools to raise the level of 
cybersecurity, which can be regarded as a good practice.  

Furthermore, INCIBE provides a helpline “Tu Ayuda en 
Ciberseguridad” 365 days a year. It is the national, free 
and confidential service that INCIBE makes available to 
Internet and technology users, intending to help them 
solve cybersecurity problems that may arise in their daily 
lives. It is aimed at internet users (citizens); companies, and 
professionals who use the Internet and new technologies 
in the performance of their activity and must protect their 
assets and business; and minors and their environment 
(parents, educators and professionals working in the field of 
minors or online protection linked to this public). The service 
is provided by a multidisciplinary team of experts who offer 
technical, psychosocial, and legal advice through the different 
contact options. INCIBE can be contacted by calling the 
number 017, which basically works like the 110 in the event of 
a cyberattack. The INCIBE can also be reached via WhatsApp, 
Telegram and an online contact form.

Numbers and stats of cybercrime attacks in the 
country

INCIBE-CERT managed a total of 133,155 cybersecurity 
incidents in Spain in the year 2020, which is an increase of 
30.2% compared to 2019 (Ministerio del Interior, 2021). 

As shown in Table 1, malware-type incidents have become 
the most frequent type of incident recorded in 2020 with a 
percentage of 35.22%, followed by Fraud with 32.02% of the 
total number of incidents recorded (Ministerio del Interior, 
2021). 
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Table 1. Cybersecurity incidents managed by INCIBE-CERT

The data relating to cybercrime in the Study on Cybercrime in 
Spain 2020 published by the Spanish Ministry of the Interior 
is only specified for individuals and not businesses.

Problem Identification
2020 was the year when there were more security incidents 
than ever before and more forced digitisation of businesses, 
education systems, healthcare systems, etc., due to the 
COVID-19 pandemic. The proliferation of change in record 
time has given wings to all kinds of hostile actors, providing 
them with numerous new opportunities to act (Centro 
Criptológico Nacional, 2021a). 

According to a Google study, 99.8% of Spanish small and 
medium-sized enterprises (SMEs) do not consider themselves 
an attractive target for a cyber-attack (Google, 2021). This 
means that almost 3 million companies in Spain have little or 
no protection against hackers. The culture of cybersecurity 

Type of 
incident 2015 2016 2017 2018 2019 2020

Intrusion 16 054 14 373 19 275 8 541 6 479 9 557

Fraud 13 410 11 843 11 959 55 932 31 938 42 641

Malware 15 177 76 811 81 090 27 016 27 358 46 893

SPAM 1 275 10 279 7 957 0 0 0

Availability 794 495 514 100 58 1 971

Attempted 
intrusion

335 381 1 435 396 1 518 1 289

Information 
theft

26 37 47 63 77 161

Abusive 
content

9 353 4 064 2 986

Data col-
lection

5 605 84 87

Vulnerable 
System

3 731 31 414 23 161

Others 2 905 1 038 787 782 4 407 4 409
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in Spanish SMEs is still reactive. Only 36% of the SMEs 
surveyed have basic security protocols in place, such as two-
step verification for company email, and 30% of websites do 
not have the HTTPS protocol. SMEs are the most vulnerable 
link in this chain due to a lack of resources, time, and even 
awareness. Two-thirds of Spanish companies do not have 
enough employees to combat cyberspace threats. The 
average cost of a cyber-attack on an SME is 35,000 euros, and 
60% of SMEs close six months after suffering a cyber-attack.  

Cybersecurity is increasingly present in the action plans of 
large companies and governments. Cybersecurity is gaining 
more prominence on the public agenda: all political parties 
included cybersecurity in their election manifestos for the 
first time. For the first time, all political parties included some 
measure related to the need to ensure cybersecurity in their 
electoral programmes with the need to guarantee security on 
the Internet. 

Generally, neither SMEs nor Law Enforcement Agencies 
have enough personnel to deal with the increasing threat 
of cybercrime. In addition, SMEs lack the knowledge of how 
to respond and who to contact when they are affected by a 
cyber attack 

The cyber security teams within law enforcement are very 
small in Spain compared to the size of the problem. An issue 
related to that is that in Spain, the police forces are very 
closed, much more so than in other European countries, and 
they don't hire a lot of consultants in the same way that you 
might find in the UK or the US. There is an interconnection 
with private companies, but only at a higher level, not at the 
lower police investigation level. The Spanish LEAs are very 
reluctant to work with external consultants and alike, limiting 
their ability to respond. They have to train up somebody 
who is already inside to do something when they could hire 
somebody to work on specific projects. 

In addition, there are several conflicts of competence in Spain. 
The CCN-CERT is responsible for critical infrastructure, and 
the INCIBE-CERT for private companies. When a private 
company provides critical infrastructure, there is no clear 
division of competence because, in practice, the differentiation 
between cybercrime related to critical infrastructure and 
other companies is not well-defined. Furthermore, the law 
of state security forces and bodies was created in 1986. It 
has not been updated to the digital reality of the present. If 
a company or an individual suffered a cyberattack, it could 
contact either the national police or the Guardia Civil. The 
contacted LEA will investigate. There are no mechanisms in 
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place to contact the LEA, which is better prepared to handle 
the cybercrime investigation.  

Spain works with the differences between cyber incidents 
(those reported to INCIBE) and cybercrime (those reported to 
the LEAs). However, it is difficult to understand the conceptual 
differences between these categories. 

Current Cyber Threat Landscape 

Country-specific definition of cybercrime 

Cybercrime is classified according to the taxonomy of the 
Budapest Convention on Combating Cybercrime. Spain 
ratified the Budapest Convention in a document called the 
instrument of ratification of the Convention on Cybercrime 
BOE 226 of 17 December 2010. As a result of this signature, the 
Criminal Code has been amended on several occasions so that 
it is correctly typified at the national level and aligned with 
international best practices. Specifically, the Ministry of the 
Interior publishes an annual report on cybercrime that lists 
the different cybercrimes (Ministerio del Interior, 2021). The 
Ministry of the Interior adopts the definition of cybercrime, 
the Ministry of Justice, the Public Prosecutor's Office, the 
Criminal Code, etc. 

Spain has a definition of cybercrime that is broader than 
Europol's because looking at Europol's definition, Europol 
seems to restrict the crimes that are “cyber-dependent 
crimes”. In other words, crimes, where the legal asset 
protected is the computer or computer system. However, 
in Spain, the penal code differentiates between crimes in 
which the legal asset is the computer system and those that 
are “cyber-enabled crimes”. In other words, a person uses 
computer systems to commit a crime such as fraud, hate 
crime or fraud, but the legal asset is not the computer system 
but the person, the integrity of the person or the economic 
capital of the person, etc. 

In practice, Spain does not have a common definition of 
cybercrime for the sake of practicality. In other words, it is 
not in the interest of Spanish public bodies to have a clear 
and rigid definition of cybercrime because different bodies 
can justify its existence. In the Ministry of the Interior's 
annual cybercrime report 2020, a distinction is made between 
critical infrastructure and cybersecurity on the one hand and 
cybercrime on the other (Ministerio del Interior, 2021). This 

Spain Country Profile  



54

ARISA 2: Оценка на риска от изолиране на заподозрени и обвиняеми: Ролята на медиите

differentiation is difficult to understand what it means. It is 
unclear whether we are talking about the same or different 
things. Fraud appears in both places; it appears as a crime, 
and then it appears as an incident. This is to the benefit of 
public bodies. 

On the one hand, to have the definition of an incident and, 
on the other hand, the definition of a cyber threat and the 
definition of cybercrime. In Spain, cybercrime is typified 
in the penal code. In other words, Spain has a purely legal 
definition of cybercrime. It is not a social definition, for 
example. When we talk about something social, either INCIBE 
uses the concept of incident or the CCN usually uses the 
concept of the incident and also the concept of cyberthreats. 
They are talking about fraud, and intrusions, which can be 
subsumed under a criminal offence in the penal code but 
with a different name. This has a consequence in terms of 
reporting and the way cybercrime is communicated in Spain, 
and in the Ministry of the Interior's cybercrime report, it is not 
possible to know whether INCIBE incidents are also crimes 
reported by the national police. I believe that the concept of 
cybercrime in Spain is a legal concept. In the Spanish context, 
more concepts are also talking about cybercrime, but they 
use different names, and there is no common definition. role 
of CERTs and CSIRTs, reporting mechanisms 

Implementation of NIS Directive, the role of CERTs 
and CSIRTs, reporting mechanisms 

Spain has an extensive regulatory framework on cybersecurity, 
including the 2015 and 2021 National Security Law, the 
2017 Security Strategy and the 2019 National Cybersecurity 
Strategy, which follow the goal of improving the cooperation 
with private sectors, service providers and relevant ICT 
companies. For this reason, the strategy introduced several 
measures in line with EU legislation and recommendations: the 
creation of a public cybersecurity service and secure reporting 
mechanisms for companies, the updating of standards, 
establishing best practices and stronger capabilities, better 
notification platforms, cooperation of the private sector on, 
sector-based platforms and improved information-sharing 
with companies on cyber threats and intelligence.  

The cybersecurity framework is divided into four main areas. 
The defence area under the Ministry of Defence is divided into 
two. On the one hand, the defence staff is responsible for the 
Cyber special Operational Command and the Joint Cyberspace 
Command. On the other hand, there is the intelligence service. 

Spain Country Profile  



55

ARISA 2: Оценка на риска от изолиране на заподозрени и обвиняеми: Ролята на медиите

The Joint Cyberspace Command is the operational command 
within the armed forces that is responsible for ensuring that 
military operations in cyberspace are secure. That would be 
the defence side on the one hand. Then there is the part of the 
National Intelligence Centre, which includes the CCN. Within 
the CCN, there is the CCN-CERT. The CCN-CERT is one of 
the two national computer emergency response teams. Then 
there is the area of public security where the National Police 
and the Guardia Civil have jurisdiction over the entire national 
territory of Spain. 

Spain has the national police, the technological investigation 
unit within the two-state security forces. Within the Guardia 
Civil, there is the group of telematic crimes and the group 
cyberterrorism. These are the ones that are responsible for 
investigating computer crimes, cybercrime crimes. In the 
national police, there is a central technological investigation 
unit in Madrid and each province. In each police station, there 
is a technological investigation unit distributed throughout 
Spain. However, in the Guardia Civil, the telematic crime 
group and the cyberterrorism group are central groups 
in Madrid. Then there is the National Centre for the 
Protection of Critical Infrastructure, whose website is still 
under maintenance. Its supposed objective is to coordinate 
the response to cybersecurity incidents affecting critical 
infrastructures in Spain. It is made up of members of the state 
security forces. Through the Cybersecurity Coordination 
Office, it coordinates with the two national CERTs. Finally, the 
INCIBE with INCIBE-CERT is the second national CERT. What 
they have done in Spain is to divide the CERTs. On the one 
hand, there is the public CERT for the public, the CCN-CERT, 
the CERT for private users, and the private companies, which 
is the INCIBE-CERT. If a cybercrime attacks a public body, 
the CCN-CERT has to act. If it attacks a private company, it 
is INCIBE-CERT. In the field of critical infrastructures, the 
reality is more complicated. In this area, the CCN and INCIBE 
tend not to get along well when it comes to coordinating and 
deciding which of the two is the one to act when a problem 
occurs because a private company may operate the critical 
infrastructure, but its impact is at the level of society and the 
level of national security. In these circumstances, the CCN 
says that it also affects them as a state. So, there is a power 
struggle to see who works on critical infrastructure. 

Cybersecurity policy is shaped by the presidency of the 
government. Within the Cabinet of the Presidency, there is 
the national security council and, within this, the national 
cybersecurity council. The national cybersecurity council is 
chaired by the director of the National Intelligence Centre, 
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and All ministries are represented. 

The NIS Directive was transposed by Royal Decree-Law 
12/2018 on September 7 on the security of networks and 
information systems. One of the NIS Directive requirements 
is that all member states have to have at least one national 
CERT.  The CCN and the INCIBE are bodies that were created 
before the NIS directive. Their goal was diverse. On the 
one hand, the CCN was created to protect the State from 
cybercrimes. 

On the other hand, INCIBE was born as a way to promote the 
safe use of new technologies without scaring the population. 
It was implemented with the “Avanza” plan, a plan aimed 
at the digitalisation of Spain. INCIBE was called INTECO at 
first. ICIBE left the other branches that it had been working 
on and focused on the part of safe use of new technologies 
and concentration focused on the part of companies. In the 
end, the NIS Directive was a consolidation of a shift that 
had already been marked by CCN being more focused on 
the protection of national cybersecurity. On the other hand, 
INCIBE was more oriented toward companies' cybersecurity. 

The transposition of the NIS Directive into Spanish legislation 
is completed with the Royal Decree 43/2021, of January 26, 
which develops Royal Decree-Law 12/2018, of September 
7, on the security of networks and information systems (IT 
Digital Media Group, 2021). 

Role of CERTs 

The governmental/national CERTs or CSIRTs fulfil the 
role designated in the NIS Directive transposed in RD-Law 
12/2018 and RD 43/2021 transposing said Directive. They 
are the reference CERTs for each target community. They 
are responsible for the notification of incidents by the 
obligated parties and their communication to the Competent 
Authorities. Still, they also have a supporting role in incident 
management and awareness-raising, training, capacity 
building, etc. Additionally, there are regional response teams 
in the public sphere that support regional administrations 
and private CERTs or CSIRTs that provide support to their 
clients or to themselves. In the case of their contribution 
to cybercrime prevention, they coordinate directly with the 
FCSE in the reporting of cybercrime and work with their 
target audiences in the reporting of criminal situations, as 
well as awareness-raising, training, and provision of support 
tools, etc. 
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In Spain, there is a lack of personnel, which is key because 
the availability of personnel means that organisations then 
have to adapt their services to their personnel. CCN, above all, 
does a lot of dissemination. For example, they create report 
guides on new cyberthreats that provide a lot of intelligence 
to society in general. It has a Telegram group with thousands 
of subscribers. It provides a lot of intelligence to society so 
that society processes that intelligence and can act on it. 
Then they also create threat analysis tools. They also offer 
cybersecurity audits. The CCN also sometimes carries out 
audits depending on whether the institution or body to be 
audited has contracted its systems with the company with 
which the CCN works or with another company. Because if it 
is with another company, the CCN as a public body sometimes 
refuses because it is not with its company. In the end, all 
organisations outsource large parts of their services to private 
companies. The CCN contributes a lot with knowledge, 
creating tools, creating awareness and audits. 

The CCN is now going to operate a cybersecurity operation 
centre for the general state administration and its public 
bodies. Its objective is to monitor, prevent, protect, detect 
and respond to cyber incidents affecting public bodies. 
Prevention in Spain is awareness. 

Furthermore, both CCN-CERT and INCIBE publish good 
practice reports and guidelines regularly, such as principles 
and basic recommendations in cybersecurity in 2021 (Centro 
Criptológico Nacional, 2021b) or a guide for businesses on 
how to deal with ransomware attacks (INCIBE, 2021). 

INCIBE is also raising awareness. It does a lot of education 
work and also has programmes to prevent insecure behaviour. 
For instance, it works with children and with companies. 
It provides training to companies and serves as a point of 
contact for good practices of different companies. 

SMEs are the most attacked in Spain and the world because 
they are the least prepared. Pre-installation of systems such as 
antivirus software or cybersecurity programmes or providing 
assistance to SMEs has not been considered by INCIBE 
because it is costly. INCIBE now has about a little more than 
100 employees. A few years ago, there were 10 employees. Now 
they have created a telephone number, 017, for cybersecurity. 
For example, if a company needs help with knowledge or if 
they are suffering from cyberbullying to find out what to do, 
they can call 017, and INCIBE will help. They have also done 
this for children who suffer from cyberbullying. The phone 
number is free and general for companies and individuals. 
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Information Sharing and Analysis Centres (ISACs) 

At the governmental level, there are different working 
groups and ad hoc tools for the exchange of information on 
cybersecurity, cybercrime, incidents, threats, etc. In addition, 
at the private level, there are sectoral nodes in different 
sectors such as finance, energy, transport, etc. The Ministry of 
the Interior maintains a connection node with all the critical 
and essential sectors in which this exchange takes place with 
the direct participation of the private sector and, of course, 
of the reference CERTs reflected in RD-Law 12/2018, RD 
43/2021, PIC Law of 2011, etc. 

In Spain, there is a Centre for Intelligence against Terrorism 
and Organised Crime (CITCO) that brings together all 
the organisations that have competence in terrorism and 
organised crime so that they can share information and thus 
reach better solutions. Creating an intelligence centre against 
cybercrime and cybersecurity threats would be beneficial. As 
such, this currently does not exist in Spain. 

Public-Private Partnerships 

As a result of the NIS Directive, Spain has created the National 
Cybersecurity Forum as a public-private collaboration 
initiative in which one of the focuses is on the prevention 
and fight against cybercrime. It was set up in 2020 with the 
aim of fostering the culture of cybersecurity, offering support 
to Industry and R&D&I and promoting training and talent, 
all through an environment of public-private collaboration 
and under the protection of the National Security Council. 
This Forum is part of the cybersecurity structure within the 
framework of the National Security System, together with 
the National Security Council, the Situation Committee, the 
National Cybersecurity Council, the Permanent Cybersecurity 
Commission, as well as the competent Public Authorities and 
the national reference CSIRTs. 

In the National Cybersecurity Forum, there are different 
working groups whose main task is to develop different white 
papers on different cybersecurity topics, one of them being 
cybercrime. The national security department, the CCN, 
and INCIBE are represented there, along with universities, 
companies, cybersecurity forums, etc. There are several 
working groups here. The national cybersecurity forum is 
more oriented toward promoting joint lines of work between 
the public and private sectors. For example, work is being 
done to increase the culture of cybersecurity, work is being 
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done to promote industry in R&D, and work is being done to 
try to promote greater training and talent in cybersecurity, 
regulation and to promote the cyber defence industry, which 
has recently been included. Spain has realised that the cyber 
defence industry is small in the country. It is trying to come 
up with joint proposals, it is not an information exchange 
platform. 

CSIRT.es is a collaboration group forum between the Spanish 
security teams (CSIRT) of public and private entities, with 
different fields of action both nationally and regionally. 

The Spanish Association for the Promotion of Information 
Security, ISMS Forum, is a non-profit organisation founded 
in January 2007 to promote the development, knowledge, 
and culture of Information Security in Spain and act to 
benefit the entire community involved in the sector. 
Created with plural and open vocation, it is configured as 
a specialised forum for debate for companies, public and 
private organisations, researchers and professionals where 
they can collaborate, share experiences and learn about the 
latest advances and developments in Information Security. All 
its activity is carried out based on the values of transparency, 
independence, objectivity and neutrality. The Association 
organises its activity through different initiatives that address 
Information Security from a global or specialised perspective: 
International Conferences, Data Privacy Institute, Cloud 
Security Alliance, Cyber Security Center, IoT Security Center, 
workshops on specific subjects and specialised training in data 
protection and cybersecurity. It also manages the Certified 
Data Privacy Professional (CDPP), Certified Data Protection 
Officer (CDPD), and Certified Cyber Security Professional 
(CCSP) certifications and promotes the Certificate of Cloud 
Security Knowledge (CCSK). 

ICARO (Spain) – powered by the Spanish National Cybersecurity 
Institute, based on the Malware Information Sharing Platform 
(Computer Incident Response Center Luxembourg) example; 
provides an opportunity to share information among public 
and private organisations. To join ICARO, the organisation is 
required to sign a simple agreement. 

The ABUSES Forum originated in April 2005, after a five-year-
long coordination effort among a small group of Spanish ISPs 
with the sole objective of creating a trusted environment 
among operations personnel for information sharing, 
experiences and coordination on (in)security issues on the 
internet (spam, viruses, trojans, phishing among others). 
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The ABUSES Forum focuses on technical and generally 
ISP professionals who manage or are interested in solving 
incidents and complaints on Internet abuse. The global 
objectives of the ABUSES Forum materialise in reactive 
and proactive actions, seeking solutions for abuse incident 
management, sharing information on them (like IPs with 
malicious activities) or managing copyright complaints. 

The Industrial Cybersecurity Center (known by its initials in 
Spanish, CCI) is an independent and non-profit organisation 
whose mission is to promote and contribute to the 
improvement of Industrial Cybersecurity. CCI deals with this 
challenge through the development of research and analysis 
activities, generation of opinion, creation and publication of 
studies and tools, and exchange of information and knowledge 
on the influence of both technology -including its processes 
and practices- and individuals with regard to risks and their 
management derived from the integration of industrial 
processes and infrastructure within cyberspace. Today, CCI is 
the largest international ecosystem for entities –both private 
and public- and professionals who are impacted, concerned 
with, and working on Industrial Cybersecurity.  

AEI Ciberseguridad y Tecnologías Avanzadas was founded by 
industry in 2008 to enable Spanish cybersecurity companies 
to promote their services and products in Europe and access 
European funding. It is led by the industry itself and includes 
INCIBE and the local government of Castilla y León. Members 
can send representatives who are trained as auditors by the 
PPP. It is run on an equal basis by members of the industry. The 
work of the entire initiative is organised in working groups 
whose chairpersons are determined through an electoral 
process. There is also a board of directors that maintains 
proportional representation of all members (ENISA, 2017). 

The Spanish Industrial Security Technology Platform was 
founded in 2007 as an industrial security organisation. 
Due to the increase in cyber threats, it focuses on critical 
infrastructure protection, the Internet of Things and Industry 
4.0. This PPP mainly focuses on the research and development 
of new technologies to increase the level of security in the 
private sector. Cybersecurity is only one of the aspects of its 
activity. Third sector associations under Spanish law form the 
basis for this partnership. The government uses this platform 
as a partner in the development of cyber security policies 
and initiatives in Spain. The platform is managed by a private 
research institution, which also manages the office for the 
entire platform. The Ministry of Economy is represented on 
the board (ENISA, 2017). 
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Analysis of the factors for reporting or  
non-reporting cyber incidents  
among businesses 

Number of cybercrime offences

INCIBE responds to more than 100,000 incidents a year, of 
which at least 30%-40% have to do with cybercrime.

Tool for cybercrime offences

There is no mechanism specifically for companies. The 
national police, INCIBE, or even the CCN sometimes publish 
a campaign on social networks to report cybercrime. They 
raise awareness to report especially through social networks, 
but there are no standardised or centralised reporting 
mechanisms.

In the National Police, when a citizen wishes to file a complaint 
about an act constituting a criminal offence of which he has 
been a victim, the Complaints and Citizen Attention Offices 
(ODAC) will be the competent bodies in charge of receiving 
and processing them,  The complaint, in accordance with 
the Spanish Law of Criminal Procedure, articles 265 and 
266, requires the appearance of the complainant or his 
legal representative, in a court or police station, where he 
must prove her identity. Therefore, the first knowledge 
and subsequent obtaining of information on these criminal 
offences will be carried out by the agents assigned to the 
ODAC (Macías Bernal, 2021).

In addition, there is a contact form for the Brigada Central 
de Investigación Tecnológica of the National Police to inform 
about cybercrime: https://www.policia.es/_es/colabora_
informar.php?strTipo=CGPJDT

INCIBE has the following channels for the private sector and 
citizens to report a cyber incident:

• By telephone via 017
• Through e-mail enquiries at https://www.incibe.es/linea-de-

ayuda-en-ciberseguridad#formulario
• Through instant messaging at:
  - Whatsapp: 900 116 117
 - Telegram: @INCIBE017
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 -  Through the incident mailbox at: incidencias@incibe-cert.
es or the form https://www.incibe-cert.es/notificaciones 
or other ways at https://www.incibe-cert.es/respuesta-
incidentes. In all of them, when it is a cybercrime, it is 
directly reported to the LEAs through the Ministry of the 
Interior's Cybersecurity Coordination Office.

 -  Through the official channels of the LEAs or by directing 
through the 017 and other channels cited by INCIBE that 
in turn are elevated to the LEAs through the Cybersecurity 
Coordination Office of the Ministry of the Interior.

The problem is that when a company detects a cybersecurity 
issue, it usually does not know who to call. It is not clear 
whether it is INCIBE, the CCN, the national police or the 
Guardia Civil which is responsible. But especially in SMEs, 
the employees usually do not know who to contact. They 
usually are not aware of the existence of INCIBE, which in 
Spain acts in the field of cybersecurity. There is no knowledge 
of cybersecurity institutions in Spain, which is the basis for 
them to be able to act and for people to want to communicate 
with these institutions.

Internet Crime Reporting Online System (ICROS)

The Internet-Based Complaints Service of The Spanish 
National Police is based at the Ministry of the Interior: https://
denuncias.policia.es/OVD/?lang=en_GB

• The LEAs have forms on their own website that one can report 
crimes. For the national Police, crimes can be reported online: 
https://www.policia.es/_es/denuncias.php

• Regarding cybercrime, Brigada Central de Investigación 
Tecnológica (Central Technological Investigation Brigade) of 
the National Police can be informed about cybercrime via a 
contact form: https://www.policia.es/_es/colabora_informar.
php?strTipo=CGPJDT

With regard to the Guardia Civil, there is a contact form which 
is not focussed on cybercrime: https://www.guardiacivil.es/
es/colaboracion/form_contacto/index.html

Usually, LEAs call for a statement and one goes to the police 
station because then they take the statement and one has to 
sign. For INCIBE, it is not a complaint but a cyber incident, 
which is totally different from cybercrime and complicates 
the Spanish reporting system.
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Supporting systems for victims of cybercrime

Offices Of Assistance to The Victims of Crime: These offices, 
which exist in all the Autonomous Communities, are a 
free public service dependent on the Ministry of Justice, 
in accordance with Law 35/1995 on aid and assistance to 
victims of violent crimes and crimes against sexual freedom, 
subsequently regulated by Law 4/2015, of 27 April, on the 
Statute of the Victims of Crime. They offer information, 
support, assistance and accompaniment to both direct and 
indirect victims of violence, with special attention -among 
other groups- to victims of gender-based violence and 
discriminatory hatred.

Types of cybercrime offences

• Ransomware: 5% approx.
• Malware: 30% approx.
• Distributed denial-of-service (DDoS) attacks. 6% approx.
• Social engineering techniques and crimes such as phishing. 

28% approx.
• Business Email Engagement (BEC). Specifically, the data is 

unknown, in incidents of intrusion type 8%approx.
• Cryptojacking (ENISA, 2021; Europol, 2020). The specific % is 

unknown.
• Other types of cybercrime: Abusive content 4.5%; 1% approx. 

Theft of information; 19% approx. of exploitation of vulnerable 
systems.

Mechanisms for reporting cyber offences

• Processes
• Secure communication channels.
• Standardised and centralised notification mechanisms to LEAs.
• An internal "reporting culture" for cybercrime.
• National help and support phone: 017 & Hotline for reporting 

abusive content in paedophilia and child pornography. Both 
from INCIBE.

There are two ways to report a crime. One is that the aim is 
to receive support. Then INCIBE is contacted to help with 
information, provide technical support for the response, etc. 
This does not mean that it is a denunciation. It is a notification 
that also has a support purpose, from support to response. 
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Reporting to the police implies going physically to the police 
station and filing a complaint. In Spain, there is a conflict 
of competence between the Guardia Civil and the national 
police because the law of state security forces and bodies 
was created in 1986. In 1986 there was no internet, so there 
was no problem with cybercrime. Therefore, this law did not 
include the separation of competences between the Guardia 
Civil and the national police, nor did it include cyberspace as 
an area of competence of the national police or the Guardia 
Civil. It has been decided that if a person goes to a national 
police station, then it is the national police that investigates 
this crime. If a person goes to a Guardia Civil post and reports 
to the Guardia Civil, the Guardia Civil investigates this crime. 
There are absolutely no criteria whatsoever as to which is 
better prepared. In reality, it is the national police that has 
the competence in principle to be in contact with European 
and international police and LEAs. But this is skipped by the 
forum and the Guardia Civil is also in these forums when in 
fact according to the law it should not be. The Guardia Civil 
is also aware of many crimes. So, to report a crime, one has 
to file a complaint with the national police and the Guardia 
Civil and then another way they find out about it is through 
international channels. If a person suffers a cybercrime, you 
don't know who to call. Nobody knows who to call. There is no 
single channel for reporting cybercrime.  

If a person reports to the telematic group of the Guardia 
Civil, they usually do not respond. The telematic group of 
the Guardia Civil are understaffed. The number of complaint 
emails they receive per day is very high. Also, they train 
people to be good cybercrime investigators for a year, and it 
turns out that they leave another post closer to their family's 
home and they need to replace them with people who have no 
idea about cybercrime. The year it took to train the person is 
wasted. Another new person enters the cybercrime field, and 
they receive a lot of complaints in the meantime. It is true that 
now there is no reporting channel. Even if there were, they do 
not have the capacity to deal with everything that is out there.

Reasons for underreporting

• Reputational damages.
• Breaches or a total lack of awareness and reporting of 

cybersecurity to senior management, making it difficult to 
notify LEAs.

• Conflicts of interest with business continuity
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• Business interruptions and loss of sensitive information are 
among the biggest concerns of business leaders and IT experts 
after a cyber incident.

• A large number of reporting obligations and complaint channels 
decreases the efficiency of complaint mechanisms.

• The success rate of LEAs in identifying cybercriminals after an 
incident: lack of confidence in the digital competence of the 
police.

Besides, companies do not trust that the police can solve 
it. The first reason is that there is a lack of awareness of 
what cybercrime is. Partly it is a lack of confidence in the 
performance of the police, in the ability of the police to 
deal with cybercrime, but it is also a lack of cybersecurity 
awareness in companies, especially SMEs. They do not know 
what cybercrime is. When they suffer something, they cannot 
identify that they are being victimised. That barrier between 
knowledge and action has not yet been crossed. Once they 
know what constitutes a cybercrime, there is a huge lack of 
trust in the police and public institutions. Some companies 
say they do not need INCIBE or the police at all. When they 
receive an incident, their concern is to respond and have as 
little damage as possible. Sometimes, INCIBE calls three days 
after they have suffered a cyberattack and asks them to send 
a sample of the malware, and although they want information, 
they have not helped the company. Although INCIBE and the 
CCN claim to be operational, their activities are more about 
outreach than response. Reputational damage is another 
reason why they do not report them.

Best practice to support cyber offences reporting

• Confidence-building: Although this is already a standard 
practice.

• Centralised point of contact for companies exist. They are the 
LEAs, although they have several channels in Police, Guardia 
Civil, etc.

It is hard to classify Spain as a best practice to support 
cyber offences reporting, given the complex framework 
and different conflicts of competencies on both the levels 
of CERTs and LEAs. To improve the reporting, it should be 
made easier. One way would be to offer some kind of business 
incentive to do it. If it is just going to take up somebody's time 
without really any compensation, then the businesses are not 
going to report. The most important thing is always going to 
be in the bottom line and whether it makes economic sense to 
report. So, they have to make the process as easy as possible, 
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as smooth as possible, by facilitating online reporting, 
telephone reporting, etc. In addition, businesses should be 
convinced that it makes economic sense to report, maybe not 
necessarily in the individual case of the company, but it makes 
sense for public institutions to be able to design prevention 
and reaction strategies better if they know more about what's 
happening.

The reporting of cyber incidents via 017 can be regarded as 
a good practice as it provides services by a multidisciplinary 
team of experts, through different contact options, who offer 
technical, psychosocial and legal advice and can be contacted 
via a simple phone number and other channels including 
email and instant messaging such as WhatsApp.

Data collection on reported attacks, frequency  
of updates

Many datasets that monitor cybersecurity do not include 
sufficient information on the reported attacks or rarely 
update the data (Dupont, 2019). In addition, while private 
databases are more accessible and regularly updated, their 
validity is difficult to assess due to the economic interests of 
commercial publishers. 

All incident-related information, evidence, etc. This is done 
on a daily basis. A monthly internal report is published from 
INCIBE to the Ministry of Interior. The Interior Ministry 
publishes an annual report (Ministerio del Interior, 2021). 

Current practice in reporting cyber threats 
and offences in Spain

Registration practice of cybercrime offences

Through the mechanisms established by the LEAs and through 
INCIBE to the LEAs in coordination with the Cybersecurity 
Coordination Office of the Ministry of the Interior.

Trust in Law Enforcement and competence

The CERTs are trying to improve digital competence with 
regard to cybercrime offences with continuous awareness-
raising, tools, advertising campaigns, a national 017 support 
phone number, etc. 
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Then there are some programs too, both for individual users 
and businesses. There are different types of programmes. 
In addition, events are organised that aim to encourage a 
cybersecurity culture. The cyber wall is quite a famous event 
which has many attendees every year and also has some 
training programs that have quite a lot of participants. One 
area which is lacking is in improving cybersecurity security 
culture with future generations. Primary schools and high 
schools constantly ask Academics for more training. There 
is a Spanish program where volunteers go to schools to give 
talks about cyber security, but it is only volunteers. It does not 
have any funding, and it is only open to Spanish citizens. 

There is a definite lack of investment from the government, 
both for individuals and businesses. This became visible 
in some of the awareness-raising campaigns directed at 
businesses that are more aimed at putting businesses in 
contact with the private cybersecurity sector, which can then 
manage their cyber security issues. So, a lot of these things in 
the business is, is that in their infographics they'll be showing 
the companies that can help with your cyber security issues 
in Spain 

Even public institutions tried to encourage private responses 
to cybersecurity. I thought it was almost a bit of a lazy response. 
And then I like, if you want to, only if you have problems with 
cyber security, don't come to us. You can speak to how we can 
put you in touch with all these companies and then and then 
you pay for any cyber security management you might need. 
So, there's probably more emphasis on promoting the private 
cybersecurity sector than on public initiatives to improve 
cyber security. I don't have figures on levels of investment, 
but just kind of thinking about conversations and events. 
The big ones are that public institutions are geared towards 
promoting the private cybersecurity sector recently.

Collaboration with EUROPOL and other EU 
institutions (ENISA etc.)

Both the National Police and the Guardia Civil are part of the 
Joint Cybercrime Action Taskforce of Europol: https://www.
europol.europa.eu/operations-services-and-innovation/
services-support/joint-cybercrime-action-taskforce. 

INCIBE collaborates with ENISA and has been an active 
participant as a public entity of the Spanish administration 
since November 2007. INCIBE participates in various working 
groups and is involved in different policies and initiatives in 
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the field of cybersecurity to ensure early warning of security 
incidents and risks, cooperation between the public and 
private sectors, the network of CERTs, etc. It is also involved 
in initiatives carried out jointly with other European agencies 
in the field of security. INCIBE is the Spanish representative 
on the ENISA Management Board, the National Liaison 
Officers Group and the Expert Advisory Committee, which 
provides guidance on policy setting, as well as the Permanent 
Stakeholders Group.

Collaboration with Member States

Through the CSIRT Network of the NIS Directive, Spanish 
public authorities collaborate with other Member States.

Private sector collaboration

There are private sector collaborations through bilateral 
collaborations or general joint collaboration in the CSIRT.es 
Forum: https://csirt.es/index.php/es 

Conclusions 
The Spanish legislative framework is in place. However, 
there are differentiations which have been established due 
to practical reasons within the institutional framework. 
This, in turn, leads to unclear competencies and conflicts 
of competencies. This is, in particular, the case for private 
companies dealing with critical infrastructure as INCIBE 
is the CERT responsible for the private sector while CCN 
is responsible for critical infrastructure in both the public 
and private sectors. The two CERTS in Spain, INCIBE-CERT 
and CCN-CERT, claim to be operational, but their activities 
are more about outreach than response. In addition, the 
Spanish cybercrime framework differentiates between cyber 
incidents and cybercrime. INCIBE-CERT uses the wording of 
cyber incidents while CCN-CERT refers to either incidents or 
cyberthreats. When reported to the LEAs, cyberattacks are 
called cybercrime. However, what constitutes a cybercrime is 
not rigidly and commonly defined.  

There are no criteria based on capabilities and competencies 
for who is in charge of cybercrime in Spain. There are two 
national police forces in Spain: The National Police and the 
Guardia Civil. Whoever the person contacts first investigate 
the cybercrime. In particular, the Guardia Civil is understaffed 
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and cannot handle the high amount of incoming information. 
The lack of employees is also an issue in the INCIBE, which 
has grown since its establishment but has not grown enough 
to deal with the growing importance of cybersecurity. Due to 
the low response rate of LEAs, there is a lack of trust in the 
companies in LEAs to resolve their cybersecurity issues. 

SMEs in Spain are the companies most affected by 
cyberattacks. The largest problem is the lack of knowledge 
in cybersecurity of SMEs. There is a lack of knowledge of the 
existence of INCIBE as the Spanish Institute of Cybersecurity. 
Furthermore, due to the complex institutional setting, it 
is not apparent to companies which institution to contact. 
Furthermore, reporting a crime for a SME is particularly 
time-consuming as it generally involves going in person to 
a police station, which often means that in order to report a 
cybercrime, one or two days of work have to be dedicated to 
this instead of performing the ordinary work. 

Companies’ main concern when they are being attacked is to 
respond quickly and have as little damage as possible. LEAs 
and INCIBE tend to respond slowly, in particular, due to a 
lack of staff. Therefore, responding to cybercrime in Spain 
is heavily dependent on private cybersecurity companies. 
Companies in Spain generally report cybercrime if they are 
legally obliged to, in particular when critical infrastructure 
is concerned or when they have an economic benefit from 
reporting.

Spain Country Profile  
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Country Organisation Function Name of the 
interviewee (s)

Interviewed by 
Ecorys staff 

member

Date of 
interview 

(CET)

European Commission/International Organisation 

EU Interpol Cybercrime 
Operations 
Unit 

Alexandra 
Rimpler Roel 
Peeters

13  
April  
2022 

EU ENISA Team Leader, 
Knowledge 
and Informa-
tion 

Dr Apostolos 
Malatras

Alexandra 
Rimpler Roel 
Peeters

28  
April  
2022 

EU Member States (selected case study countries)

Bulgaria Cybercrime unit  
under General  
Directorate for  
Combating  
Organised Crime 
Ministry of Interior 
(GDBOP)

Police  
commissioner, 
Cybersecurity  

Anonymous Nedyalka  
Dimitrova

17  
February 
2022

Bulgaria General Directorate 
National Police, 
Ministry of Interior 
(MVR)

Police  
commissioner 

Anonymous Nedyalka  
Dimitrova

18  
February 
2022

Bulgaria State E-Government 
Agency National 
Center for Incident 
Response in In-
formation Security 
(CERT BG)

- Anonymous Nedyalka  
Dimitrova  
Written input

17  
February 
2022

Bulgaria Bulgaria  
Cybersecurity  
Association

CEO and 
Chairman

Svetlin Iliev Nedyalka  
Dimitrova and 
Trayana  
Doneva

21  
February 
2022

Bulgaria The Institute of infor-
mation and  
Technology,  
Bulgarian Academy 
of Science

Professor Zlatogor 
Minchev

Trayana  
Doneva

9  
March 
2022

Annex – Overview of interviewed stakeholders 

Source: Ecorys, 2022. 
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Country Organisation Function Name of the  
interviewee (s)

Interviewed by 
Ecorys staff 

member

Date of 
interview 

(CET)

European Commission/International Organisation 

The  
Netherlands

Digital Trust 
Centre

Cyber  
Security  
Advisor 

Jeroen  
Kasbergen

Roel Peeters, 
Tyren Koning

28  
February 
2022

The  
Netherlands

TU Delft  Assistant  
Professor

Rolf van  
Wegberg

Roel Peeters, 
Tyren Koning

17  
February 
2022

The  
Netherlands

Erasmus  
University

Director of 
the Centre of 
the Law and 
Economics  
of Cyber  
Security 

Bernold  
Nieuwesteeg

Roel Peeters, 
Tyren Koning

15  
February 
2022

The  
Netherlands

Team High Tech 
Crime, Police

Senior  
Cybercrime 
Specialist

Anonymous Roel Peeters, 
Tyren Koning

08  
March 
2022 

The  
Netherlands

National  
Security Centre 
& University of 
Twente

Senior  
Researcher 
& Associate 
Professor  
of Cyber  
Security  
Incident  
Response in 
the Design 
and Analysis 
of Communi-
cation Sys-
tems (DACS)

Jeroen van der 
Ham

Roel Peeters, 
Tyren Koning

31 March 
2022 

The  
Netherlands

National Police Executive of 
the  
digitalisation 
& cybercrime 
program 

Anonymous Roel Peeters, 
Tyren Koning

01  
April  
2022 

Annex – Overview of interviewed stakeholders 

Source: Ecorys, 2022. 
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Country Organisation Function Name of the  
interviewee (s)

Interviewed by 
Ecorys staff 

member

Date of 
interview 

(CET)

European Commission/International Organisation 

Spain University of 
Leiden, Institute 
of Security and 
Global Affairs

Postdoctoral 
researcher

Cristina del Real Jan Wynarski 11  
February 
2022

Spain Pompeu Fabra 
University - 
Barcelona

Postdoctoral 
Research  
Fellow 

Steven Kemp Jan Wynarski 2  
March 
2022 

Spain INCIBE-CERT 
with inputs  
from other 
Spanish public  
authorities in 
charge of  
cybercrime

Institutional 
Relations 
and Strategy 
Technician

Anonymous Jan Wynarski 8  
March 
2022 

Annex – Overview of interviewed stakeholders 

Source: Ecorys, 2022. 
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